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TIM HIEU VE CAC PHUONG PHAP TAN CONG MANG
TRONG 10 NAM GAN PAY

Tran Huynh Khang'3, Nguyén Tuén Kiét'

Tém tit: Ngdy nay, vdi su tién bé ciia khoa hoc va cong nghé, thi mang internet dan tré
thanh mét phan quan trong trong moi linh vuec song. 86 lwong cdc dich vu lién quan dén internet
ngdy cang tang, dan dén s6 leong ngueoi sir dung cdc dich vu ndy ciing tang theo. Internet mang
dén cho ngueoi sit dung da dang théng tin vé ngi dung va hinh thire. Bén canh nhitng loi ich ma
internet mang lai thi ciing sé xudt hién cdc moi nguy hiém lién quan dén cdc vin dé bao mdt
thong tin. Do la cac hanh dong xdm nhdp va khai thac trai phép cdc thong tin nham phuc vu
cac loi ich riéng. Cac hanh dong ndy ngay cang tang cao khi nhu cau sw dung internet tang
lén. Chinh vi vay, ma cac van dé lién quan dén thong tin mang ngay cang duo’c quan tam va
bdo vé. Pé co thé thuc hién tot cong tdc bdo vé, thi ching ta can phai hiéu vé phuo’ng phap va
cach thirc hoat ddng ciia cdc hanh vi trdi phép nay. Muc dich chinh ciia viéc tim hiéu, la chi
khi hiéu ré cdc phu’ong phap nay, thi chung ta moi tim ra cac bién phap ngan ngura hay phong
chéng cdc cugc tan cong lam anh huong dén cdc loi ich cia chinh ching ta. Pdy dwoc xem la
phirong dén tot nhdt dé giai quyét van dé nay.

Tw khoa: Internet, Arpanet, WAN

Abstract: The advancement of science and technology makes the internet gradually
become an important part of all areas of life nowadays. That the number of internet-related
services is increasing leads to the growth of internet uses. The Internet gives its users
information with different contents and forms. Regardless of the benefits of the internet,
there are also dangers related to information security issues which are illegal infiltration
and exploitation of information to serve a certain interest. These actions are increasing
when the demand for using the internet goes up. Therefore, issues related to network
information are increasingly concerned. In order to be able to supply effective protection,
we need to understand how these illegal acts work. When we understand these methods, we
are likely to find ways to prevent unexpected attacks . This is considered to be the best
solution to this problem.
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1. Gié¢i Thiéu

Thang 7 nam 1969, su ra doi cia mang ARPANET hay néi cach khac chinh 1a tién than
cua mang internet ngay nay do cac nha nghiém ctru khoa hoc thuoc bd qudc phong my phat
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trién. Py dugc xem 1a mang lién khu vuc (Wide Area Network - WAN) dau tién dugc xay

dung & thoi diém nay. Nam 1974, thuat ngit “Internet” 1an dau xuét hién va cho dén nam 1980
thi n6 bat dau di vao lich str va phat trién cho dén bay gio. (Viét Nguyén, 2021)

Internet (hay con duoc goi tat 1a “mang”) 1a mQt hé théng mang dugc 1ién két lai v6i nhau
c6 pham vi trén toan thé gidi. Internet cho phép ngudi ding & moi lic moi noi, chi can duoc
két ndi voi mang may tinh s& co thé tim dugc cac thong tin dit liéu can thiét do nhitng nguoi
dung khéc chia s& (ngoai ra chiing ta ciing ¢6 thé tro chuyén, gip gd truc tiép thong qua cac
thiét bj khac véi yéu cau cac thiét bi nay c6 két ndi véi internet. (chaupm, 2019)

Internet gitip cho chiing ta tim kiém thong tin tai liéu mot cach dé dang. Ngoai ra, cac linh
vuc khac nhu kinh doanh, gido duc... cling dugc phat trién hon khi két hop cung véi internet.
Vi nhiing lgi ich ma internet mang lai cho con ngudi trén toan cau, thi ching ta da thdy duoc
tam quan trong cta nd 1a cuc ky to 16n. (semtek, 2019)

Bén canh nhiing loi ich ma internet mang lai cho chl'mg ta thi c6 khong ich cac rii ro tiém
tang VO’l nhitng mirc d6 nguy hiém khac nhau. Theo thong ké, tir khi internet xuat hién da dlen
ra vo sb cac cudc tAn cong. Cac cudc tAn cong ndy xay ra nham vao cac muc dich tot hodc xau
do cac ca nhan hay t6 chirc thuc hién phuc vu cho céc lgi ich riéng biét. Vi sy phat trién khong
ngung cta khoa hoc va cong nghé, thi gid day cac cudc tin cong mang dang tré nén da dang va
kho phong chdng hon. Cac cé nhan, to chirc, doanh nghiép khong khong dap tmg dugc cac kién
thirc can thiét vé viéc phong chéng vé an ninh mang s& dé dang tr thanh cac muyc tiéu dé tan
cong. Vi vay, chi khi ta hiéu rd va xac dinh duoc cac hinh thirc tin cong mang dé dua ra cac
giai phap phong chéng thong qua nhirng hiéu biét va kién thitc vé an ninh mang thi ching ta
m&i c6 thé thuc hién t6t cong tac bao vé an toan an ninh mang. (ods, 2020) Hiéu dugc muc do
quan trong cta van dé cho nén chung ta s& cing nhau tim hiéu vé cac phuwong phap tin cong
mang pho bién hién nay.

1.1. Khai Niém

Tan cong mang c6 thé duoc hiéu 13 hanh vi sir dung khong gian mang dé thuc hién cac
hoat dong tan cong, xam nhap vao mdt hé thong mang may tinh, co sé dit li€u, ha tang mang,
thong tin dit li¢u, thiét bi cua c4 nhan hodc t6 chirc véi muc dich tot hoac xau. (security, 2020)

L hong bao mat c6 thé hiéu tom tat 1a mot hu hai truc tric hay mot diém yéu trong mot
phan mém hodc mot hé thong mang. Khoa hoc cong nghé cang phat trién thi cac 15 hong bao
mat cang xuat hién nhiéu hon. L3 hong bao mat 1a khong thé tranh khoi nhung van dé 16 hong
c6 bi khai thac béi cac hacker hay khong. Dé tranh cac riii ro, nguy hiém thi ching ta can phai
dam bao tét cac van dé bao mat. (Pham Hai, 2018)

Hacker dugc dinh nghia 13 nhitng nguoi sit dung mdy tinh hay cic chuyén gia vé phan
mém, an ninh mang. Cac hacker hiéu 1& vé cach thic hoat dong clia may tinh, mang may tinh,
phan ctng va phan mém dé phét tan vi-rat may tinh hay xdm nhdp vao mat tinh nguoi khac.
Muc dich cta viéc ndy 1a dé thue hién cac hanh dong pham phap nhu thay ddi, danh cip, pha
hoai thong tin phan mém, phén cung, tai liéu dugc luu trir trén hé théng may tinh nguoi khéc.
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Tuy nhién d6 khong phai myc dich duy nhét, mot s6 hacker duoc thué dé thuc hién cac hoat
dong xam nhap tim kiém 16 hdng bao mat dé han ché va phong chong kha ning bi tan cong
duogc goi la hoat dong kiém thur xdm nhap. (Trinh Duy Thanh, 2019)

Déi tuong tin cong mang c6 thé 1a ca nhan, t6 chirc, doanh nghiép... thong qua hé thong
mang. Dac biét cac doanh nghi¢p vira va nho luon 1a muc tiéu cua moi cudc tan cong nham vao
cac muc dich xau(danh cap, pha hoai, loi nhuan). (antoanthongtinhaiphong, 2020)

1.2. Phan Loai

Ngay nay, viéc tAn cong khong gian mang khong chi dé thuc hién cac muc dich xdu
(do céac hacker mii den thyuc hi€n) ma con thyc hién nham kiém thir, ki€m tra h¢ thong ndng cao
bdo mat (day la cong viéc thuc hién chinh cua hacker mii trang). Pac diém ctua 2 muc dich
tan cong:

1.2.1. Kiém thir xdm nhap

Kiém thir xam nhdp (penetration testing): 1a phuong phap tin cong xam nhap vao thiét
bi, hé thong mang, co s& dit liéu dé danh gia tinh bao mat ctia hé thong nham tim ra nhiing 16
hong c6 thé dugce khai thac. Kiém thir xam nhap dugc chia thanh 5 budce: (Cat Tuong, 2020)

- Ldp ké hoach: 1a x4c dinh pham vi va thu thap thong tin.

- Quét: 14 kiém tra phan hdi cia hé thong (thuong duge st dung: phén tich tinh va phéan
tich dong).

- Kiém sodt kha néng truy cdp: 14 sit dung cac phuong phap tan cong dé tim ra 16 hong
va muc do thi¢t hai c6 thé xay ra.

- Duy tri la truy cdp: 12 xem thoi gian ton tai cta 16 hong (c6 du 1au dé tan cong sau vao
hé thong).

- Phan tich: dua ra thong ké két qua va dua ra giai phap.

1.2.2. Tdn céng mang (Cyber Attack (Chi Cuong, 2020))

La tat ca cac hinh thirc tn cong xam nhap trai phép vao thiét bi, hé thong mang, co so di
liéu v6i muc dich vi pham dir liéu (danh cip, thay ddi, ma hoa, pha huy), gdy gian doan, phat
tan hodc 1gi dung thong tin dir li€u gdy anh hudng tiéu cuc. Pay 1a hanh vi trai phap luat dugc
thuc hién do mot ca nhan hay t6 chirc gay nén dé phuc vu nhitng 191 ich riéng tu.

Mot sb hinh thirc tn cong mang trai phép nhu:

- Tén cong bang phan mém doc hai (Malware attack): cai phan mém doc hai dé chiém
quyén truy cap, theo ddi, pha hoai tai san...

- Tdn céng gid mao (Phishing attack): gia mao dé danh cap dir liéu....

- Tdn cong trung gian (Man-in-the-middle attack): st dung phan mém nghe 1én dé ghi lai
thong tin dir li¢u nguoi dung.
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1.3. Cach thirc hoat dong

Dé tn cong xam nhap vao mot hé théng mang, thi nguoi tn cong can thuc hién theo quy
trinh nhiéu budc: (anningmang, 2020)

- Tim hiéu d6i twong (Reconnaissace). 1a budc dau quan trong trong moi cudc tan cong dé
thu thap hiéu r6 thong tin vé doi tuong (Theo doi doi tugng, cac dich vu hoat dong...).

- Quét hé thong (Scanning): 1a bude tiép theo dé tim hiéu sau bén trong hé thdng. Tim ra
cac 16 hong d@é tan cong nhu: tham do dia chi IP, hé diéu hanh hay kién tric hé thong mang. Mot
vai phuong phap tan cong dugc st dung phd bién 1a quét cong, quét mang...

- Kiém sodt truy cdp (Gainning access): 1a kiém soat chiém quyén truy cap cac hoat dong
bén tong mang nhu muc d¢ h¢ di¢u hanh, mtc do dich vy, mc d§ mang...

- Duy tri két noi (Maitaining access): 1a cac hoat dong can thiép sau vao hé théng mang
nhu bién doi, danh cap, pha huy, phat tan...

- Xéa dau vét (Clearning tracks): 1a budc cudi cung. Sau khi bi cac hoat dong can thi¢p
vao hé thong s& luu lai cac 10 hong do bi tan cong. Nguoi tan cong can thuc hién cac hanh dong
x06a dau vét nham tranh bi phat hi¢n.

Theo théng ké, cac cudc tan cong mang van duoc dién ra hang ndm. Thoi gian cac cudc
tan cong 1a khong cb dinh va n6 dién ra voi mic d6 cling nhu quy md 1a khac nhau (xu hudng
tang 1é€n theo thoi gian). Trong twong lai cac cudc tan cong s& dién ra mic ¢ kho khin va nhiéu
hon. An ninh mang phat trién din dén cac 15 hong bao mat méi s& duoc xuat hién dong nghia
Vo1 vige cac rui ro, nguy co cung s& xudt hién theo. Pé chuan bj tot cong tac bdo mat vé an mng
mang thi can hiéu va biét ro vé cac phuong phép tan cong mang 1 rat can thiét. Vi vay, dé hiéu
15 thi chiing ta s& cting tim hiéu vé cac phuong phap tin cong mang phd bién trong nhitng nim
trg lai day.

2. Tim hiéu cic phwong phap tin cong mang trwée nim 2010

Tén cong khong gian mang dd va dang tré thanh van dé dic biét nghiém trong. Ngay sau
khi su ra doi cua cong nghé mang may tinh, thi khai niém tan cong mang da hinh thanh va phat
trién manh mé& cho dén ngay nay.

2.1. Tin cong Phreaking

Déu nhitng ndm 1994, khi ma mang internet van con trong qua trinh hinh thanh thi da
xuat hién mot so6 cudc tan cong khong gian mang. Dién hinh la cudc tan cong ciia mot nhom
hacker dugc goi la Phonemasters. Nhom hacker nay da sir dung k¥ thudt goi la phreaking.
(fas, 1996)

Phreaking 1a mét thuat ngit ¢& miéu ta cho hanh dong xam nhip vao mang vién thong.
Phreaking xuét hién tir nhitng ndm 1970, muc tiéu ban dau cua phreaking dugc dung dé kham
pha va khai thac mang dién thoai. V& sau, phreaking duoc cac hacker cai tién va phat trién dé
danh cap thong tin. (filegi, 2020)
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2.2. Ky thudt tin céng tiv chéi dich vu (Dos Va Ddos)

Mot cudc tan cong khong gian mang nham vao Yahoo, eBay, eTrade, Amazon.com...
din ra vao nam 2000 di gy ra nhiing thiét hai v6 cing to 16n. Nam 2007, mot sb trang web
cua chinh phu, céc ngan hang, truong hoc nam tai Estonia d bi cac hacker tin cong. Tét cé cac
cudc tan cong trén déu dugc cac hacker stir dung chung mot k§ thuat 1a tan cong tir chdi dich vu
(DoS). (aptech, 2011)

Tén cong tir chdi dich vu hay con duge goi 1a DoS (Denial of Service) 1a mot cudc tin
cong voi lugng 16n may ao muc dich chinh 1a 1am gian doan, dung hoat dong cia mot may chu
hay mot hé théng mang. Hanh dong nay khién cho cac truy cp tir ngudi dung dén méay chi hay
hé thong mang khong thé thuc hién duoc.

Tén cong tir chdi dich vu phan tan DdoS (Distributed Denial of Service) 1a phuong thirc
nang cao va dugc phat trién hon so v6i DoS. Gidng véi DoS, thi tin cong bang DDoS ciing st
dung cac may 4o dé tin cong nhung cac may 4o nay duoc tap hop tir nhiéu ngudn khac nhau
khong gidng véi DoS khi chi duge tao ra tir mot ngudn duy nhat. (Quach Tinh, 2020)

Mot k¥ thuat tAn cong tu chdi dich vu phé bién hién nay:

Ky thuat SYN Flood: la phuong thie tAn cong nhim vao TCP, tAn cong nay st dung toan bo
tai nguyén cua may chu co san khién cho may chu khong con du luu luong dé dap ing cho cac truy
cap hop phap. Tan cong bang SYN Flood cac hacker can thuc hién theo quy trinh cac budc:

e Budc 1: Ké tin cong sé& sir dung cac may 4o dé giri mot luong 1n cac packet tin SYN
dén may chu da cac dinh.

e Budc 2: Theo nguyén ly hoat dong cua may chu, thi s€ mo san mot cong két ndi dé nhan
cac yéu cau Khi ¢6 yéu cau két n01 thi may chu s& phan héi lai timg yéu cau d6. Sau do, s& mé
tiép mot cong khac dé nhan yéu cau khéc.

e Budc 3: Binh thuong, may chu s€ nhén lai cac packet ACK sau khi dé phan hdi.
Tuy nhién cac ke tan cong s€ khong gui cac goi packet nay ma tiép tuc gui cac packet SYN.
Véi yéu cau két néi méi, thi may chu sé duy tri ket noi cong cll va mo cong moi de nhan yéu
cau tiép theo. Tuy nhién khi luong 16n cac yéu cau giti dén khién cho cac cong co san trén may
chi bi qua tai dan dén may chu khong 6 6n dinh hodc dung hoat dong. (vnso, 2019)

2.3. Tin cong SOL Injections

Mot trong nhiing toi pham cong nghé ndi tiéng trén thé gidi chinh 1a Albert Gonzalez. Tir
nam 2005 cho dén nam 2007 thi Albert Gonzalez da cung voi cac hacker khac tao thanh mot
nhom dé tin cong thong tin trén mang va gay thiét hai cho nhiéu tb chirc @ My. Loi dung nhiing
16 hong bao mat ma nhom nay da sir dung k¥ thuat SQL injections dé xam nhap va danh cap
thong tin. (Tran Hai, 2018)

SQL Injections 13 k¥ thuat tin cong khong gian mang thong qua céc 16 hong cua cau truy
van duoc st dung trong tmg dung. Pé thuc hién duogc thi cac hacker can chén thém mot doan
SQL dé thay d6i chiic ning, tir d6 cac hacker s& chiém quyén va khai thac moi thong tin dit
liéu. (Nhat Linh, 2020)
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Blind SQL injection con dugc goi SQL Inferential SQL 1a mot dang tin cong ctia SQL
injection tuong tic véi co so dir lidu. Phuong phap niy st dung céc thuat toan doan biét. D6i
v6i cac truong hop trang web hay phan mém duoc thiét 1ap an thong bao, hién thi chi tiét 15i
thi Blind SQL inections dic biét hitu dung. (Nguyén Manh, 2019)

3. Tim hiéu cac phwong phap tin cong mang tir nim 2010 tré lai diy

Trong nhitng nam trd lai day thi tn cong khong gian mang da phat trién 1én nhidu muc
do khac nhau, manh mé hon, tinh vi hon. Cac phuong phap mai ra doi kéo theo s6 vu tAn cong
Xay ra ngdy cang ting 1én va mac do anh huong, thiét hai ciing vi thé ma ting theo. Bén dudi
1a dién hinh cho mot s6 phuong phap va k¥ thuat ma cac hacker vu tdn cong khong gian mang
tir ndm 2010 dén nay.

3.1. Tin céng spear phishing

Nam 2011, dugc xem la nam bung nd cta cac hacker. Cac cudc tin cong mang dién ra
lién tyc chi trong vong 20 ngay nham vao cac t6 chirc 16n trén thé gidi nhu Citigroup, IMF(quy
tién t& qudc té) gy ra nhiing hau qua kho ludong. Trong d6 phai ké dén cong ty email 16n nhat
thé gidi, Epsilon bi tn cong boi cac hacker. Bang viéc chu quan véi cac nguy co rai ro bdi cac
cudc tan cong trude d6 ddn dén mot tan cong va danh cap toan bo thong tin. Phuong phap ma
céc hacker ap dung chinh 1a k¥ thuat spear phishing mot dang cai tién hon cta phreaking mot
loai tan cong da xuat hién tir rat 1au. (Van Cuong, 2011)

Tén cong mang Phishing dugc xem 13 hinh thirc tin cong mang don gian nhét va ciing c6
d6 hiéu qua ciing nhu murc d6 nguy hiém cao nhat. Khac véi mot so hacker khac phai khai thac
16 hong bao mat thi cac hacker str dung phuong phép tan cong nay chu yéu lira ngudi dung tu
trao thong tin dit liéu cho ké tan cong.

Khi tin cong khong gian mang bang phwong phap Phishing, ké tan cong can thuc hién
theo mot quy trinh c¢6 nguyén 1y. Quy trinh ndy bao gom:

e Lén ké hoach: Nhitng ké tin cong nay s& xac dinh muc tiéu 1 c4 nhén, t6 chirc hay
doanh nghiép nao “di kha nang dap ung cac yéu cau” dé tro thanh nan nhan va xac dinh cach
lay dia chi email khach hang ctia c4 nhan, t6 chtic hay doanh nghiép d6. Ké tin cong thudng ap
dung phuong phép gtri lugng 16m email va thu thap dia chi email nhu nhitng spammer.

e Thiét 1ap: Sau khi da thanh cong xac dinh duoc td chirc, ca nhan hay doanh nghiép 1a
nan nhan, ké tan cong s€ tién hanh phat tan email va bat dau thu thap thong tin va dir liéu. Thong
thuong, ké tan cong s€ str dung mot dia chi email cung véi d6 1a mot trang web nao do.

e Tén cong: Pay la bude dac biét quan trong ctia moi cudc tan cong ké tin cong s& gui

mot dang thong bao gia mao, giéng nhu nhiing thong bao dén tir mot ngudn dang tin cay cia
nan nhan tin tudng.

e Thu thap: khi ngudi ding hoan thanh cac yéu cau. K¢é tin cong sé thu thap thong tin ma
nan nhan dién vao cac trang Web hodc céc ctra s6 nhap thong tin.
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e Panh cip dir liéu ca nhan va thyc hién cac hanh vi lira dao: sau khi da thu thap duoc
thong tin ma ké tn cong can dé thuc hién cac hoat dong mua ban bat hop phap hodc tham chi la
tién hanh lira ddo.

Spear Phishing 12 mét k¥ thudt tan cong gia mao, gia danh mot ddi tudng dé lira déo, thu
thap thong tin cia muc tiéu. D4y 13 hinh thirc tn cong phi k¥ thuit boi vi nd tin cong dua vao
tam 1y ngudi dung hodc sai 1am do thiéu kién thtrc vé an ninh mang. Email duogc xem 14 cong
cu tAn cong chinh ctia Spear Phishing. Spear Phishing mang nhitng dic tinh dic biét nhu: sir
dung de doa tur nhiéu nguén(két hop gitra thu dién tir, cac k¥ thuat tAn cong tu dong, cac duong
dan linh dong....), tan cong vao cac 16 hong bao mat(zero-day, plug-in va cac phan mém doc
hai...), tin cong theo nhiéu budc( khdi tao cac 16 hong bao mat két hop véi cac phan mém doc
hai bén ngoai, ro 1 dit lidu...), khong mang dic tinh cta thu rac(voi nhitng dic diém khac véi
tan cong thu rac cho nén né dé dang vuot qua cac bd loc thu rac). (PV, 2015)

Ngay nay, tn cong bang k¥ thuat Spear Phishing dé trd nén pho bién va phat trién thanh
nhiéu muc d khac nhau. Vi vy ma cong tac bado v¢ hay han ché tan cong khong gian mang
bang k¥ thuat nay cling tré nén kho khan hon.

3.2. Tan cong malware (phan mém chira ma djc)

Tén cong bang k¥ thuat Spear Phishing dd hoat dong hiéu qua trong khoan thoi gian
khé dai, cac hinh thirc tin cong theo cic ndm van c6 nét chiing vé phwong phap va ky thuat.
Tuy nhién dén dau nam 2017 thi lai bung nd mot cude tAn cong vdi cong madi dugce goi la
hién twgng Wanna Cry. Hién tugng méi nay di lam anh hudng niang né dén t6 chirc va cac
doanh nghiép.

Ky thuat Wanna Cry danh dau lan dau tién tan cong ma doc duoc thuc hién bang 1 con
sau may tinh (worm). Khi tan cong vao hé thong thi Wanncry sé& tao cac cip khoa RSA-2048.
Ky thuat ndy sau khi tin cong may tinh myc tiéu sé thuc hién cac qua trinh ma héa dir liéu bang
cac thuat toan RSA va AES. (PC World VN, 2017)

Tan cong malware 13 thuét ngir dung dé chi chung cho cac k¥ thuat tan cong bang ma doc.
2 k¥ thuat dugc xem la tot nhat cuia phuong phap tan cong malware 1a virus va worm.

3.2.1. Virus: Virus c6 thé 1ay nhiém nhung phai thong qua cic phuong tién khéac. Virus
chi 6 thé lan truyén qua cac may tinh khac chua nhiém ma doc bang cac dinh ma vao céc tap
tin dugc truyén. Virus dugc cau tao tir 3 phan: Replicator: sau khi khoi dong chwong trinh chinh
thi dong thoi virus cling dwoc kich hoat, va ngay 1ap tirc chung sé& phat tan malcode; Concealer:
phuong phap ma virus st dung dé 1an tranh qua cac phan mém diét vitrut nhu anti-malware;
Payload: nhu da néi, payload duoc hiéu 14 malcode ctia mét virus, duoc st dung dé vo hiéu hoa
céc chire ning cta hé théng may tinh va pha hity, x6a bé dir lidu.

3.2.2. Worm: hay con duogc goi 1a sdu may tinh voi khé nang tinh vi hon so véi virus. Sau
may tinh c6 kha nang déc biét 1a tu sao chéo ma khong can cac hoat dong tir ngudi dung nhu
virus. Ngoai ra khi két hop cing véi internet, th1 sau may tinh s& dap trng duogc cac yéu cau cua
malware hon so v6i virus. Sdu may tinh dugc cAu tao tir: Penetration tool: La malcode c6 nhiém
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vu khai thac nhiing 16 hong bao mat trén méy tinh cta nan nhan dé danh quyén truy cap;
Installer: Cong cu hd tro thAm nhép gitp siu mdy tinh vugt qua hé thong phong thi dau tién.
Ké tiép, installer s& dam nhan cong viéc van chuyén thanh phan chinh ciia malcode vao may
tinh cua nan nhan; Discovery tool: Khi da hoan thanh viéc xam nhap vao hé théng may tinh,
sau may tinh st dung cac thuat toan dé tim kiém nhting may tinh khac trén mang, gém dia chi
email, danh sach mdy chu va céc truy van DNS; Scanner: Sau st dung mot cong cy hd tro co
kha ning kiém tra dé x4c dinh nhirng muc tiéu méi trong penetration tool; Payload: Malcode
c6 thé ton tai trén mdi hé théng may tinh cua nan nhan. Nhitng malcode nay co thé 14 bat ¢t thir
gi, n6 c6 thé 1a mot tng dung truy cép tir xa dén tir mot key logger (phin mém ban phim gian
diép) dugc dung dé thu thap tén dang nhap va mat khau cua ngudi ding.

T4n cong bang phuong phap malware van dang phat trién rat nhanh. Vi sau may tinh
duogc phat hién mdi nhat hién nay 1a Conficker. Hau hét cac sdu may tinh hién nay déu c6 phong
tranh va x6a bo boi cac phan mém anti-malware. (Tuan Phong, 2019)

3.3. Mt s6 phwong phdp tin céng pho bién hi¢n nay

Theo thdng ké hién nay thi tin cong khong gian mang van dang 4m thim phat trién. Mic
du cac cudc tin cong khong gian mang khong dién ra mot cach lién tuc nhu & giai doan dinh
diém. Dién hinh 14 da xuat hién thém nhiéu hinh thirc tin cong voi ky thuat va mic do khac
nhau tir nho dén 16n.

Tdn céng bi dong (Passive attack): cac hacker s& kiém tra géi dir 1iéu khong duoc ma
hoa dua trén k§ thuat Wireshark dé tim ra thong tin tai khoan, mat khau co thé sir dung cho
muc dich tin céng khac. Tan cong bi dong dugc thyc hién theo quy trinh ting budc: phan
tich goi dir liéu, theo ddi cac cude giao tiép thua thap thong tin, giai ma cac goi dit liéu duoc
mi hoa yéu...

Tdn cong rdi rdc (Distributed attack): Dbi v6i cac cude tan cong duge thuc hién theo ky
thuat rai rac, ky thuat nay yéu cau ké tin cong phai giéi thidu duge mi code, chang han nhu
mot chuong trinh hay phan mém Trojan horse hoidc mot chuong trinh back-door. Vi kha ning
"tin cay" hodc mot chuong trinh phan mém duogc phan phdi cho nhiéu hé théng may tinh khac
va tin cong ngudi dung bang cach tap trung vao viéc stra d6i cac phan mém doc hai cta phan
cmg hodc phan mém trong qué trinh lan truyén,... Cic cudc tan cong thuc hién v6i phuong
phép gidi thi€u ma doc hai chéng han nhu back door trén mot hé théng nham muc dich truy cap
trai phép cac thong tin hodc truy cap trai phép cc chiic ning trén hé thong.

Tdn cong bi dong (Passive attack): cac hacker s& kiém tra géi dit liéu khong duoc ma
hoéa dua trén ky thuat Wireshark dé tim ra thong tin tai khoan, mét khau co thé st dung cho
muc dich tin cong khac. Tén cong bi dong dugc thuc hién theo quy trinh tirng budc: phan
tich géi dir liéu, theo ddi cac cudc giao tiép thua thap thong tin, gidi ma cac goi di liéu dugc
mi hoa yéu...

Tdn céng trung gian (Man-in-the-Middle Attack): gibng nhu cai tén clia nd, mot cudc tan
cong theo k¥ thuat Man-in-the-Middle Attack xdy ra khi cudc n6i chuyén gitta mot ngudi va mot
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nguoi nao do bi ké tan cong theo doi, nim bat, kiém soat va thu thap thong tin lién lac cua cudc
tro chuyén mot cach bi mat ma ngudi bi tin cong khong thé biét. Cac cudc tan cong theo phuong
phap Man-in-the-Middle Attack gidng nhu k¥ thuat tn cong Spear Phishing. K& tan cong s& gia
mao danh tinh mdt ngudi nao d6 dé doc cac tin nhin ctia nguodi dung. Va ngudi ¢ dau kia s& tin
rﬁng d6 1a nguoi tro chuyén that sy, bdi vi ké tan cong cod thé tra 161 mot cach nhanh chong, tich
cuc dé thyc hién hanh vi trao d6i va thu thap thém thong tin. (Nhat Minh 2018)

Trén day la cac phuong phap k¥ thuat tin cong khong gian mang phd bién con duoc st
dung bdi nhing ké tan cong. Cac phuong phap nay mic du da xuat hién tir kha lau nhung né
van dugc str dung qua cic gian doan khac nhau bang cach phap trién va cai tién dé n6 tré nén
manh m& va nguy hiém hon.

4. Két Luin

An ninh mang hién nay trén thé gi6i néi chung va tai mdi quéc gia noi riéng dang phap
trién theo chiéu hwong kha phuc tap. Khong gian mang, dic biét 1a 16 hong bao mat dugc xem
12 myc tiéu chinh cia cac cudc tin cong. Bo luat vé an ninh mang da dugc ban hanh va ap dung
trén toan thé gidi, quy dinh nhiing hanh dong nao 13 dung, nhimg hanh dong nao 1a bat hop
phap. Tir d6 tién hanh xir 1y cac truong hop trai véi quy dinh. Mac du cac bo luat da xuat hién,
tuy nhién mdi c4 nhan, t6 chirc, hay doanh nghiép van phai dic biét quan tAm va tuan thu cac
van dé vé bao mat an ninh mang.

Sau khi da tim hiéu va trang bi dugc nhiing kién thirc co ban vé van dé bao mat an ninh
mang. Thi chiing ta di hiéu rd dugc khai niém vé tdn cong mang, 156 hong bao mat, thé nao 1a
hacker va cac phuong phéap ciing nhu k¥ thuat tin cong mang ma cac hacker str dung pho bién
hién nay. Muc dich cua bai nghlen ctru la hleu 1o vé an ninh mang, sau d6 tim va dé xuét cac
bién phap hay phuong phap tot nhét giai quyét cac van dé lién quan dén an ninh mang.

Trong tuong lai, an ninh mang s€ va phat trién hon. Cac cudc tan cong nham den khong
gian mang van s& tiép tuc dién ra v4i nhimg phuong phap méi, cong nghé méi. Viéc bi tin cong
bai cac hacker 12 khong thé tranh khoi. V1 vy dé dam bao an toan an ninh mang, thi mdi ca
nhan, t6 chirc, qubc gia trén thé gi('n can thyc hlen cac phuong phap khoa hoc theo tung gian
doan, timg tang 16p, do tudi... Mot sd bién phap tdi wu nhur: thyc t6t cong tac gido duc dén hoc
sinh sinh vién, tuyén truyén va kéu goi tuan thi cac quy dinh vé an ninh mang, t6 chirc va doanh
nghiép can phai dap tng tot cac van dé bao mat (thich nghi va xir 1y rai ro, bién dbi an ninh
mang mot cach nhanh chong trong thoi dai s6).

109



TRUONG PAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 12

TAI LIEU THAM KHAO

[1] Viét Nguyén, 04/01/2021, “Lich st Internet ra do1 ndm nao? Ai phat minh ra Internet? ”,
15 january 2021, https://beginer.com/lich-su-internet-ra-doi-nam-nao-ai-phat-minh-ra-internet.

[2] chaupm, 23/04/2019, “ Mang internet 1a gi? Phan bi¢t internet va network™, 15 january
2021,  https://bizflycloud.vn/tin-tuc/mang-internet-la-gi-phan-biet-internet-va-network-
20190423104157185.htm.

[3] semtek, 9/11/2019, “Mang Internet la gi? Nhiing loi ich clia mang internet trong cudc
sdng”, 15 january 2021, https://www.semtek.com.vn/mang-internet/.

[4] ods, 4/9/2020, “CAC HINH THUC TAN CONG MANG PHO BIEN HIEN NAY VA
CACH PHONG TRANH?”, 15 january 2021, https://www.ods.vn/tai-lieu/cac-hinh-thuc-
tan-cong-mang-pho-bien-hien-nay-va-cach-phong-tranh.html.

[5] security, 2020, “TAN CONG MANG LA Gi | TONG QUAN VE TAN CONG MANG”,
15 january 2021, https://securitybox.vn/2899/tong-quan-ve-tan-cong-mang/#1 Tan cong
mang_la_gi.

[6] Pham Hai, 17/12/2018, “Ld hong bao mat - nhiing hiéu biét can ban”, 15 january 2021,
https://quantrimang.com/lo-hong-bao-mat-nhung-hieu-biet-can-ban-93098.

[7] Trinh Duy Thanh, 11/12/2019, “Lam thé nao dé tré thanh mot Hacker chuyén nghi¢p”,
16 january 2021, https://bkhost.vn/posts/hacker-la-gi.

[8] antoanthongtinhaiphong, 6/7/2020, “TAN CONG MANG LA Gi? TIN TAC DA TAN
CONG DOANH NGHIEP NHU THE NAO?”, 17 january 2021, http://antoanthong
tinhaiphong.gov.vn/tan-cong-mang-la-gi-tin-tac-da-tan-cong-doanh-nghiep-nhu-the-nao/.

[9] Cat Tudng, 28/12/2020, “Pentest 1 gi? Tim hiéu vé Penetration Testing (kiém thir tham
nhdp”, 17 january 2021, https://quantrimang.com/tim-hieu-ve-penetration-testing-162644

[10] Chi Cuong, 8/4/2020, “, 17 january 2021, https://cuongquach.com/cyber-attack-la-gi-tan-
cong-mang.html.

[11] anningmang, 2020, “Cyber Attack 13 gi? Lam sao dé han ché tin cong mang ?”, 18 january
2021, https://anninhmang.net/tu-hoc-quan-tri-mang/tu-hoc-an-ninh-mang/cac-giai-doan-
tan-cong-cua-hacker/.

[12] fas, 5/6/1996, “THE CASE STUDY: ROME LABORATORY, GRIFFISS AIR FORCE BASE,
NY INTRUSION”, 18 january 2021, https:/fas.org/irp/congress/1996 hr/ s960605b.htm.

[13] filegi, 2020, “Pinh nghia Phreaking 1a gi?”, 19 january 2021, https://filegi.com/tech-
term/phreaking-2162/.

[14] aptech, 16/5/2011, *, 20 january 2021, https://aptech.vn/kien-thuc-tin-hoc/tan-cong-ddos-
hung-than-cua-cac-trang-web.html.

[15] Quach Tinh, 18/12/2020, “Tan cong DDoS, “hung than” cia cac trang web, 20 january
2021, https://quantrimang.com/tim-hieu-ve-tan-cong-tu-choi-dich-vu-dos-34926.

[16] ) vnso, 1/10/2019, “SYN flood attack DDoS 1a gi ? Cach thirc phong chdng !”, 21 january
2021, https://vnso.vn/syn-flood-attack-ddos-la-gi-cach-thuc-phong-chong/.

[17] Tran Hai, 15/03/2018, “T6i pham cong nghé cao trong thé gidi phang”, 21 january 2021,
https://suckhoedoisong.vn/toi-pham-cong-nghe-cao-trong-the-gioi-phang-n142201.html.

110



TRUONG PAI HOC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 12

[18] Nhat Linh, 24/11/2020, “SQL Injection 1 gi? Cach phong chong tan cong SQL Injection”,
21 january 2021, https://quantrimang.com/tan-cong-kieu-sql-injection-va-cac-phong-
chong-trong-asp-net-34905.

[19] Nguyén Manh, 24/5/2019, “Blind SQL injection 1a gi? Blind injection khac véi cac loai
SQL injection khac nhu thé nao?”, 21 january 2021, https:/viblo.asia/p/blind-sql-
injection-la-gi-blind-injection-khac-voi-cac-loai-sql-injection-khac-nhu-the-nao-
3Q75wX0DKWb.

[20] Van Cuong, 17/6/2011, “2011- Nam cua hacker”, 21 january 2021, https://saigondautu.com.vr/
ho-s0/2011-nam-cua-hacker-12497.html.

[21] PV, 16/8/2015, “Spear Phishing - Phuong thirc Itra ddo qua mang ¢6 muc ti€u”, 21 january
2021, http://www taichinhdientu.vn/bao-mat/spear-phishing-phuong-thuc-lua-dao-qua-mang-
co-muc-tieu-146014.html.

[22] PC World VN, 8/6/2017, “WannaCry - Lo1 canh bao dai dich ransomware”, 22 january
2021, http://www.peccl.com.vn/d4/news/W annaCry-Loi-canh-bao-dai-dich-ransomware-
8-1007.aspx.

[23] Tuan Phong, 17/12/2019, “Malware 1a gi? C6 nhiing loai malware nao?”, 22 january 2021,
https://quantrimang.com/10-loai-malware-dien-hinh-58733.

[24] Nhat Minh 25/07/2018, “Tong hop cac kiéu tdn cong mang phd bién hién nay”, 22 january
2021 , https://quantrimang.com/cac-kieu-tan-cong-mang-22.

[25] Anninhmang, 2020, “Mot sb cach tan cong trong mang va phan mém hd tro”, 23 january
2021, https://anninhmang.net/tu-hoc-quan-tri-mang/tu-hoc-an-ninh-mang/mot-so-cach-tan-
cong-trong-mang/.

[26] Dinh Trung, 26/1/2021 , “Mot s bién phéap k¥ thuat phong chdng tan cong tir chdi dich
vu”, 23 january 2021, https://kontum.gov.vn/pages/detail/6678/Thong-tin-can-biet.html.

[27] V& Van Pong, 25/12/2020, “Mot s6 hinh thic tin cong phd bién trong mang LAN va giai
phap ngan chan”, 22 january 2021, https://cpc.vn/vi-vn/Tin-tuc-su-kien/Tin-tuc-chi-tiet/
articleld/40065.

[28] Digistar, 2020, “T4n cong tur chdi dich vu DOS va DDOS”, ”, 23 january 2021,
https://www.digistar.vn/tan-cong-tu-choi-dich-vu-dos-va-ddos-phan-1/.

[29] VNIST, 25/4/2020, “Khac biét giita tdn cong DoS va DDoS”, 23 january 2021,
https://vnist.vn/khac-biet-giua-tan-cong-dos-va-ddos/ .

[30] Nguyén Thanh Tung, 10/5/2020, “Tin cong TCP Syn Flood”, 23 january 2021,
https://ngtung. medium.com/t%E1%BA%A5n-c%C3%B4ng-tcp-syn-flood-
4dea6b426917.

[31] Academy, 2020, “Phishing la gi?”, 23 january 2021, https://academy.binance.com/vi/articles/
what-is-phishing.

[32] Nguyettt, 13/6/2018, “Spear Phishing - Hay coi chung "ban be" cua ban”, 23 january 2021,
https://bizflycloud.vn/tin-tuc/spear-phishing-hay-coi-chung-ban-be-cua-ban-
20180612184241881.htm.

[33] apsachieveonline, 2020, “Spear Phishing 1a gi va 1am thé nao dé bao vé ban than khoi no”,
23 january 2021, https://apsachieveonline.org/spear-phishing-la-gi-va-lam-the-nao-de-bao-
ve-ban-than-khoi-no/.

111



TRUONG PAI HQC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 12

[34] vietnambiz, 18/10/2019, “Sau mdy tinh (Computer Worm) 14 gi? Lam thé nao dé ngin chin
sau may tinh?”, 23 january 2021, https://vietnambiz.vn/sau-may-tinh-computer-worm-la-
gi-lam-the-nao-de-ngan-chan-sau-may-tinh-20191018111536798.htm.

[35] Hoang Anh Hong, 9/2020, “Virus - Worm - Trojan khac nhau nhu thé nao?”, 23 january
2021, https://tinhte.vn/thread/virus-worm-trojan-khac-nhau-nhu-the-nao.3190578/.

[36] congnghedt, 2020, “Dé Tré Thanh Chuyén Gia Bao Mat (Module7 - P1) Su Khac Biét
Gitlra Virus Va Worm”, 23 january 2021, https://congnghecit.com/de-tro-thanh-chuyen-
gia-bao-mat-module7-p1-su-khac-biet-giua-virus-va-worm.html.

[37] Doan Thi Hanh, 19/2020, “Man-in-the-Middle Attack (MITM)”, 23 january 2021,
https://viblo.asia/p/man-in-the-middle-attack-mitm-aWjS3LMbK6m.

[38] Darksider, 2020-07-03, “Ban D4 Biét Ty Bao Vé Trudc Tan Cong MITM?”, 23 january
2021, https://codelearn.io/sharing/ban-da-biet-tu-bao-ve-truoc-tan-cong-mitm.

[39] Hoang Tung, 7/5/2018, “Tim hiéu vé tan cong Man in the middle”, 23 january 2021,
https://ssl.vn/tim-hieu-ve-tan-cong-man-in-the-middle.html.

[40] Nguyén Hop Quang, 13/5/2019, “Cach thyc hién tin cong MITM (MAN-IN-THE-
MIDDLE ATTACK ) bang ETTERCAP”, 23 january 2021, https://kipalog.com/posts/
Cach-thuc-hien-tan-cong-MITM--MAN-IN-THE-MIDDLE-ATTACK---bang-ETTERCAP.

[41] Securitybox, 2020, “6 HINH THUC TAN CONG MANG PHO BIEN VA CACH PHONG
CHONG HIEU QUA?”, ”, 23 january 2021, https://securitybox.vn/9668/cac-hinh-thuc-tan-
cong-mang-pho-bien-va-cach-phong-chong/.

[42] Resources, 2020, “Cac phuong thic tin cong mang va cach phong chéng”, 23 january
2021, https://resources.cystack.net/cac-phuong-thuc-tan-cong-mang-va-cach-phong-chong/.

[43] Willandway, 4/9/2020, “Cac hinh thirc tin cong mang phd bién nim 20207, 23 january
2021, https://willandway.vn/cac-hinh-thuc-tan-cong-mang-pho-bien/.

[44] Long Vin, 2020, “Céc hinh thtrc tin cong mang hién nay va giai phap han ché hiéu qua”,
23 january 2021, https://longvan.net/cac-hinh-thuc-tan-cong-mang-hien-nay-va-giai-
phap-han-che-hieu-qua.html.

[45] Topdev, 2020, “SQL Injection 1 gi? Cach giam thiéu va phong ngira SQL Injection”,
23 january 2021, https://topdev.vn/blog/sql-injection/.

[46] Gia Hiép, 2020, “SQL Injection 1a gi ? C6 bao nhiéu kiéu tin cong SQL Injection ?”,
23 january 2021, https://giaphiep.com/blog/sql-injection-la-gi-co-bao-nhieu-kieu-tan-
cong-sql-injection-26088.

[47] Antoanthongtin, 10/6/2016, “Tbi wu hoa tin cong BLIND SQL INJECTION”, 23 january 2021,
http://antoanthongtin.gov.vn/giai-phap-khac/toi-uu-hoa-tan-cong-blind-sql-injection-101512.

[48] Securitydaily, 7/9/2016, “Téi wu thoi gian khai thac Blind SQL injection”, 23 january
2021, https://securitydaily.net/toi-uu-thoi-gian-khai-thac-blind-sql-injection/.

[49] Vietsunshine, 14/8/2018, “Malware 1a gi? c6 nhirng loai Malware nao? co ché hoat dong
cua Malware.”, 23 january 2021, https://www.vietsunshine.com.vn/2018/08/14/malware-
la-gi-co-nhung-loai-malware-nao-co-che-hoat-dong-cua-malware/.

[50] Vii Tran, 2/12/2020, “TAN CONG MANG (CYBER-ATTACK) LA Gi?”, 23 january 2021,
https://cyberkid.vn/tan-cong-mang-la-gi/.

112



