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Tém tit: Negdy nay véi sw phdt trién ciia mang internet moi nguoi dugc két néi véi nhau
dé dang hon. Céng viéc ciing nhuw nhiéu hoat déng mua ban trao doi thong tin, giao dich da s6
déu thue hién trén mang internet. Vi vay nén cdc cugc tan cong mang ngdy cang phé bién va
cdc kzeu tan cong ciing da dang nguy hiém gady thiét hai lom qua mang. Mot trong nhitng cugc
tan cong tryec tuyen cé mirc dg gdy thiét hai I6n la cudc tan cong tir choz dich vu phan tin
(DDoS - viét tdt ciia Dzsmbuted Denial of Servzce) DDoS la mét cuée tan cong phé bién va cé
mirc do gay hdu qua nang né nhat cho cdc té chirc cd nhan. Ngoal ra, cugc tan cong con xay
ra lién tlep va nhanh chéng lam cho hé thong may tinh khéng thé xur Iy kip cdc tac vu, phan hoi
va dan dén qud tdi va treo hé thong. Bai bdo sé tim hiéu cdc kiéu tan cong cua logi tdn cong tir
chéi dich vu phdn tan va cdch thirc phong chong giam thiéu thiét hai do tdn cong DDoS gay
nén. Qua dé, tim hiéu thém dwoc cdc cuge tan cong tir choi dich vu phan tan tir cugc tdn cong
ddu tién cho dén nay, dé thdy ré sw phdt trién nhanh chéng ciia tan cong DDoS va thiét ciia né
qua timg cudc tan cong vong 10 nam qua.

Tir khoa: Tén cong tir choi dich vu phdn tan, DDoS, distributed denial of service.

Abstract: Nowadays the growth of the internet helps our connection easier. Many
activities of buying, selling, exchanging information and transactions are done on the internet.
As a result, cyber attacks are more and more common and dangerous with diverse types causing
great damages over the network. One of the most damaging online attacks is the distributed
denial of service (DDoS - Distributed Denial of Service) . DDoS is the most common attack and
has the most severe consequences for organizations and individuals. In addition, attacks
happening continuously and quickly makes the computer system unable to handle tasks,so it
leads to system overload and crashes. The article will explore the types of attack of a distributed
denial of service, damage prevention and mitigation . Thereby, we can learn more about
distributed denial of service attacks from the first attack to date, clearly see the rapid
development of DDoS attack and its damage throughout ten years

Tiwr khoa: Attacks is the distributed denial of service, DDoS, distributed denial of service.

1. Giéi thi¢u
Su phat trién nhanh chéng cua Internet trong cac thap ky qua di cung sy phét trién do 13
céc su sb clia cac cudc tin cong truc tuyén ciing ting 1én dang ké va ngdy cang phirc tap, tinh
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vi hon nhiéu so véi cac cudc tan cong trong qua khtr. Mot trong nhiing cac cudc tan cong cd
muc do gy thiét hai 16n 1a cude tn cong tur chdi dich vu (DosS - viét tit ctia Denial of Service).
Sau déy 1a cAu trac bai viét co bon phan, phan mot gidi thiéu tdng quan cac khai niém va muc
dich cling nhu dong co tin cong cua cac thu pham Phén hai n6i vé c6 may phﬁn loai cac loai
tan cong DDoS, cac khai niém cua cac kiéu tin cong phd bién va cach phong chdng ciing nhu
12 giam thiéu cac thiét ha1 do céc cudc tAn cong gy ra. Phan ba 14 lich sir ciia cac cude tin cong
ctia DDoS tir ltic cudc thn cong déu tién dugc phat hién t&1 nam 2020. Phan bon su phat trién
cua tin cong DDoS dén nam 2020. Dudi day 1a mot s6 khai niém co ban trong bai viét.

DoS 1a mét cudc tan cong xay ra lién tiép nhanh chéng v6i muc dich 14 1am cho hé théng
may tinh khong thé xir 1y kip cac tac vu, phan hoi va ddn dén qua tai. N6 thuc hién diéu nay
thong qua nhiéu két ndi, yéu cau va dau vao dit liéu khac c6 ¥ dinh lam qua tai hé thong cua
nan nhan.(Kién Nguyén, 2016)

Mot cach tiép can khac 13 tin cong tu chdi dich vu phan tan ( DDoS - viét tit cua
Distributed Denial of Service) dua 1én mot cap d6 khac so voi DoS né manh hon rat nhiéu lan
DoS. Piém manh cta cach thirc tan cong nay 1a dugce phén tan tir nhiéu dai IP khac nhau vi thé
ma cac hé thong may tinh hay c4 nhan nguoi bi tn cong s& rat kho phat hién dé ngan chan. Mot
cudc tan cong DDoS duge thyc hién tir nhiéu thiét bi xAm nhap, thuong dugc phan phéi trén
toan cau dudi dang mang botnet.(Nguyén Thoai, 2018)

Mang botnet 1a mét tap hop cac thiét bi két ndi bi xaAm nhép duogc su dung cho céc cudc
tan cong mang dugc didu khién tir xa Command & Control Center (C&C - Command & Control
Center). Chung thudng bao gébm may tinh c4 nhan, dién thoai di dong, thiét bi IoT khong an
toan va tham chi ca tai nguyén tir cac dich vu dam may cong cong. Nhimg ké tan cong sir dung
phan mém doc hai (cac ban Crack ciia cac phan mém) va cac k¥ thuat khac dé xam nhap mot
thiét bi, bién no thanh “thdy ma” trong mang botnet ctia ké tin cong. Botnet cho phép nhimg ké
tan cf)ng thuc hién cac cudc tan cong DDoS bang cach khai thac sitrc manh clia nhiéu may va
che khuat ngudn luu lugng truy cap Vi luu lu0’ng truy cap dugc phan tan, cac cong cu va nhom
bao mat kho c6 thé phat hién ra rang mot cudc tan cong DDoS dang xay ra cho dén khi hé théng
da bi qué tai khong thé truy cap dugc nita.(Phuong Phung, 2019)

Céach thuc cua cac cude tan cong DDoS duoc thyc hién véi mang ciia cac may két ndi
Internet. Cac mang nay bao gdm may tinh va cac thiét bi khac (chang han nhu thiét bi IoT) da
bi nhiém phan mém ddc hai, cho phép ké tan cong dicu khién chiing tir xa. Nhiing thiét bi riéng
1é nay dugc goi 1a bot (hodc thay ma) va mot nhém bot dugce goi 1a botnet. Sau khi mang botnet
da duoc thiét 1ap, ké tan cong c6 thé chi dao mot cude tan cong bang cach giri cac hudéng dan
tr xa dén tung bot. Khi mdy chu hodc mang ctia nan nhan bi botnet nhdm muc tiéu, mdi bot s&
giri yéu cau dén dia chi IP ciia myc tiéu, c6 kha nang khién may chi hodc mang bi qua tai, din
dén tir chdi dich vu dbi véi luu lugng truy cap binh thuong. Vi mdi bot 1a mot thiét bi Internet
hop phép, viéc tach luu lugng tan cong khéi luu luong thong thuong cé thé khé khan.

Su khac nhau gitra cac cudc tan cong tir choi dich vu va tan cong tir choi dich vu phan
tan la rat khac biét. Trong mot cudc tan cong DoS, nguoi tan cong chi sit dung mot két noi
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Internet duy nhét dé khai thac 16 hong phan mém hoic 1am qué tai muc tiéu bang cac yéu
cu gid mao. Mat khac, céc cude tan cong tur chéi dich vu phan tan (DDoS) lién quan dén
nhiéu thiét bj dugc két ndi goi 1a Botnet thong qua mot mang ludi cac may tinh dugc kiém
soat. (Quéach Tinh, 2020)

Muc dich ciia vigc DDoS ciia nhitng ké tin cong dwoc thiic ddy

Hacktivis - Cac hacker str dung cac cudc tAn cong DoS nhu mét phuong tién dé bay to su
chi trich d6i v6i moi thir tir cac chinh phi va chinh tri gia bao gdm ca “doanh nghiép 16n”. Néu
nhiing ké hacktivists khong dong ¥ v6i c4 nhan hay t6 chirc nao s& bi tin cong. It hiéu biét vé
k¥ thuat hon cac loai ké tan cong khéc, nhirng ké tan cong c6 xu hudng str dung cac cong cu
lam s&n dé thuc hién cac cudc tin cong nham véo muc tiéu cta ching. Anonymous c6 1€ 1a mot
trong nhig nhom hacktivist ndi tiéng nhat. Anonymous chiu trach nhiém cho cudc tin cong
mang vao thang 2 ndm 2015 chdng lai IS, sau cudc tdn cong khing bd sau d6 nham vao vin
phong Charlie Hebdo & Paris, ciing nhu cudc tin cong chéng lai chinh pha Brazil va cac nha
tai trg World Cup vao thang 6 ndm 2014. (Zev Brodsky, 2020)

Pha hoai trén mang - Nhiing ké pha hoai trén mang thuong dugc goi 1a “script kiddies”
vi chung phy thudc vao cac tap 1énh va cong cu tao sin dé giy ra cc vu tan cong cho ngu:(‘ri
tham gia Internet cua chung Nhitng ké pha hoai nay thuong la nhlmg thanh thiéu nién budn
chan tim kiém mot con s6t adrenaline tim céch triit gian hoac tan cong vao mot to chirc hodc
ngudi ma ké do cam thay da doi xir t& véi ho. Tat nhién, mot s6 chi tim kiém sy cha ¥ va sy ton
trong cua déng nghiép. Bén canh cic cong cu va tip 1énh dugc tao san, nhitng ké pha hoai mang
ciing s& dan dén viéc sir dung céc dich vu DDoS cho thué. (Zev Brodsky, 2020)

Chién tranh mang - Céc cudc tAn cong DDoS nay do nha nudc bao trg dugc sir dung dé
bit miéng nhiing nguoi chi trich chinh phii va phan ddi ndi bo, ciing nhu mot phuong tién dé
pha vo cac dich vu tai chinh, y té va co s& ha tﬁng quan trong ¢ cac nudc ké thu. Cac cudc tn
cong nay duogc hd trg bai cac qubc gia cd nghia 1a chung 1a cac chién dich duoc t6 chuc va tai
trg tot dugc thue hién bai cac chuyén gia hiéu biét vé cong nghé. (Zev Brodsky, 2020)

Téng tién - Dong luc ngay cang pho bién cho cac cude tin cong DDoS 1a tong tién, nghia
la to1 pham mang doi tién de doi 1ay viéc du'ng (hoac khong thuc hlen) mot cudc tan cong DDoS
1am té liét hé thdng. Mot sb cong ty phdn mém truc tuyén n01 tleng nhu MeetUp, Bitly, Vimeo
va Basecamp d3 nhan duoc cac ghi chit DDoS ndy mot s6 s& bi tin cong sau khi khong chiu
khuat phyc trude cac mdi de doa cua nhing ké téng tién. (Zev Brodsky, 2020)

Canh tranh kinh doanh - Céc cudc tdn cong DDoS ngay cang dugc st dung nhu mot
cong cu kinh doanh canh tranh. Mot sb cudc tan cong nay dugc thiét ké dé ngan ddi thu canh
tranh tham gia vao mot sy kién quan trong trong khi nhiing cudc tan cong khac dugc dua ra
v6i muc tiéu 1am sap hé théng hoan toan ctia cac doanh nghiép trong nhiéu ngay, thang.
(Zev Brodsky, 2020)

Ganh dua cé nhan - Céc cudc tan cong DoS c6 thé dugc st dung dé dan x€p ty s ca nhan
hodc lam gian doan cac cudc thi tryc tuyén. Nhitng cudc tan cong nhu vay thuong xdy ra trong
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bdi canh tro choi truc tuyén nhiéu nguoi choi, noi nguoi choi khéi chay cac cude tan cong
DDoS chong lai nhau va tham chi chong lai méay chu tro choi dé gianh lgi thé hodc tranh that
bai sdap xdy ra bang cach “lat ban”. (Zev Brodsky, 2020)

2. Phén loai cac kiéu tin cong va cach phong chdng tan cong DDoS
2.1. Phaén logi cdc cudc tin cong DDoS

Cac cude tan cong DDoS ¢6 the chia thanh ba loai. Céc cudc tan cong dua trén khéi hrong
loai tin cong nay cb gang tao ra tac nghén bang cach chiém sir dung tit ca bang thong cO san
gma ngudi truy cap thuc té va bang thong mang. Mot luong 16n di liéu duge giri dén muc tiéu
bang cach s dung mdt hinh thirc khuéch dai hodc mot phuong tién khac dé tao ra luu luong
truy cap 16n, chang han nhu céc yéu cau tir mang botnet. Cac kiéu tin cong dua trén khdi luong
bao gém flood UDP, flood ICMP, khuéch dai DNS va lii géi tin gia mao khac (Ericka
Chickowski, 2020). Quy mé ctia mot cudc tan cong dua trén khdi lwong duoc do bang bit trén
giay (BPS). (Dima Beckrman, 2017)

Loai thtt hai 13 tAn cong giao thuc gay ra gian doan dich vu béng céach str dung tat ca dung
lugng truy cap c6 san ciia may chi trng dung web hoic tai nguyén trung gian nhu tudng hira va
bd can bang tai. Cac cudc tan cong giao thirc sir dung cac diém yéu trong 16p 3 va 16p 4 cua
ngan xép giao thirc dé khién muc tiéu khong thé truy cap duge. Cac kiéu tan cong giao thirc bao
gom Flood SYN, khuéch dai NTP, khuéch dai DNS, khuéch dai SSDP, Ping of Death, Smurf
Attack, tdn cong géi phan manh va hon thé nita. Kich thudc ciia cac cudc tin cong giao thirc
hoic 16p mang dugc do bang goi mdi giay (PPS). (Ericka Chickowski, 2020)

Loai cudi cung 1a tdn cong 16p tmg dung muc tiéu cta cac cudc tin cong 1 ap dao mot
g dung muc tiéu véi cac yéu cau. Pidu ndy gy ra viéc sir dung CPU va bd nhd cao cudi cling
1am treo ca hé thong cua muc tiéu. Céc kiéu tin cong DDoS ¢ 16p g dung bao gdm Flood
HTTP, tin cong cham (Slowloris, RUDY) tin cong zero-day nhim vao muc tiéu 1a cc 16 hong
trong hé diéu hanh, tng dung web va giao thirc truyén thong. Loai tin cong nay 13 loai nguy
hiém, tinh vi va nghiém trong nhit trong ba loai tin cong ctia DDoS. (Encka Ch1ckowsk1 2020)
Kich thudc cua cac cudc tdn cong 10p Gng dung dugc do bang yéu cau mdi gidy (RPS).
(Le Linh, 2018)

2.2. Cdc kiéu tin céng phé bién ciia tin cong DDoS

UDP Flood 14 bat ky cudc tdn cong DDoS nao 1am ngip muyc tiéu bang cac g01 giao thuce
dir liéu nguoi dung (UDP) Muc tiéu cta cude tin cong la [am ngdp céc cong ngau nhién tren
mot may chu tir xa. Piéu nay khién may chii lién tuc kiém tra img dung dang tiép nhan yéu cau
tai cong d6 va khi khong tim thay ung dung nio tra 10i bang géi ICMP 'Destination
Unreachable'. Qué trinh nay lam can kiét tai nguyén cua may chi, cudi cing c¢6 thé dan dén
khong thé truy cap. (Chien Tran, 2018)

ICMP Flood vé nguyén tic twong ty nhu cudc tan cong Flood UDP, mot cudc tin cong

Flood ICMP lam can ki¢t tai nguyén muc t1eu véi cac goi ICMP Echo Request (plng) thuong
giri cac g6i nhanh nhat c6 thé ma khong can cho tra 10i. Loai tn cong nay c6 thé tiéu thu ca
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bang thong di va dén vi may chi ctia nan nhan thudng cb gang phan hdi bang cac goi ICMP
Echo Reply dan dén hé thong chim lai dang ké tham chi 1a treo. (Thien Nguyen , 2020)

Tén cong Flood SYN khai thac mot diém yéu d biét trong qua trinh ty két néi TCP
(bit tay ba budc) trong d6 yéu cau SYN dé bat dau két néi TCP v6i may chi phai dugc tra 1oi
bang phan hdéi SYN-ACK tir may chi d6 va sau d6 duoc xac nhan boi phan hoéi ACK tir nguoi
yéu cau. Trong trudng hop Flood SYN ngudi yéu cau giri nhiéu yéu cidu SYN nhung khong
phan hdi phan hdi SYN-ACK cuia may chu hodc giri cac yéu cau SYN tir mot dia chi IP gia
mao. Du bﬁng cach nao, hé théng may chi van tiép tuc cho xéac nhan cho tung yéu cau, chiém
dung tai nguyén cho dén khi khong thé thyuc hién két ndi méi va cudi ciing din dén tir chdi dich
vu. (Nguyén Thanh Tung, 2020)

Trong cudc tin cong DDoS Flood HTTP ké tin cong khai thac cac yéu cau HTTP GET
hodc POST dudng nhu hop phap dé tin cong may cha web hodc tmg dung. Flood HTTP khong
sir dung cac goi tin sai dinh dang, k¥ thuat gia mao hodc phan anh va yéu cau it bing thong hon
cac cudc tin cong khac dé danh sap trang web hodc may chii duwoc nhim muc tiéu. Cudc tan
cong hiéu qua nhat khi no budc may chit hodc ing dung phan bd tai nguyén téi da c6 thé dé dap
rng moi yéu cau don 16.(Nguyén Trang, 2019)

Ping of Death (“POD”) 14 ké tin cong giri nhiéu ping khong dang dinh dang hoic doc hai
dén mot may tinh. Chiéu dai géi toi da ciia mot goi IP (bao gdm ca tidu dé) 1a 65,535 byte. Tuy
nhién, L6p lién két dir liéu thuong dit ra gidi han dbi véi kich thude khung hinh téi da vi du
1500 byte qua mang Ethernet. Trong truong hop nay, mot goi IP 16n duge chia thanh nhiéu goi
IP (dugc goi la cadc doan) va may chu nhan s€ tap hop lai cdc doan IP thanh géi hoan chinh.
Trong kich ban Ping of Death, sau khi thao ting nd1 dung phan manh mot cach ddc hai, nguoi
nhan két thiic vi mot goi IP 16n hon 65,535 byte khi duoc tap hop lai. Diéu ndy ¢6 thé lam tran
b6 nhé dém duoc cap phat cho goi gay tir chdi dich vu cho cac goi hop phap. (TOPIXY, 2015)

Tén cong Smurf khai thac Giao thtrc Internet (IP) va Giao thirc Internet Control Message
Protocol (ICMP) bang céach sir dung mot chuong trinh phan mém ddc hai ¢6 tén smurf. N6 gia
mao dia chi IP va st dung ICMP gtri cac dia chi IP trén mt mang nhét dinh.(TOP9XY, 2015)

Mot cude tin cong Fraggle sir dung mot lwong 16m Iuu lwong UDP vao mang quang ba
cua bd dinh tuyén. N6 tuong tu nhu mot cude tan cong smurf, st dung UDP chir khong phai
ICMP.

Slowloris 12 mdt cudc tan cong cd muc ti€u cao, cho phép mot may chi web ha guc mét
may chd khac ma khong anh hudng dén céac dich vu hodc céng khac trén mang muc tiéu.
Slowloris thyc hién diéu nay bang cach giir cang nhiéu két ndi dén may chu web muyc tiéu mo
cang lau cang t6t. N6 thyc hién diéu nay bang cach tao két ni dén may chu dich, nhung chi giri
mot phan yéu cau. Slowloris lién tuc giri nhiéu tiéu dé HTTP hon, nhung khong bao gid hoan
thanh mot yéu cau. May chu duoc nhim muc tiéu giit cho mdi két ndi sai nay ludn mé. Dicu
nay cudi cung lam tran nhém két nbi dong thoi tdi da va dan dén viée tir chdi cac két ndi bo
sung tir cac may khach hop phap. (Hoang Tung, 2020)
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Tan cong khuéch dai NTP 1a tha pham khai thac cac may chu Giao thirc Thoi gian Mang
(NTP) co thé truy cap cong khai dé ap dao mot - may chu dugc nham muc tiéu véi luu luong UDP.
Cudc tn cong dugc dinh nghia 1a mot cudc tan cong khuéch dai boi vi ty 1& truy van trén phan
hdi trong cac tinh huong nhu vdy nam trong khoang tir 1:20 dén 1: 200 hozc hon. Piéu nay co
nghia 14 bat ky ké tAn cong nao c6 duoc danh sach cac may cha NTP dang md (vi du: biang mot
cong cu str dung nhu Metasploit hoidc dit liéu tir Open NTP Project) déu c6 thé d& dang tao ra mot
cudc tan cong DDoS khéi lugng 10n, bang thong cao. (Nguyen Minh Duc, 2014)

Advanced Persistent DoS (APDoS) 1a mét kiéu tin cong dugc su dung boi cac tin téc
mudn gy ra thiét hai nghiém trong. N6 sir dung nhiéu kiéu tin cong da dé cap trude do (tran
ngap HTTP, tran ngdp SYN, v.v.) va thuong xuyén nhim muc tiéu vao nhiéu vecto tan cong
gui hang triéu yéu cau moi gidy. Cac cudc tAn cong APDoS c6 thé kéo dai hang tuan, phan l6n
12 do tin tic c6 thé chuyén ddi chién thuat bat cir lic ndo va tao ra su chuyén hudng dé né tranh
cac bién phap phong thu an ninh. (Tung Xuan, 2018)

SSDP con dugce goi 1a Simple Service Discovery Protocol 1a mét giao thire dua trén mang
duge sir dung dé quang céo va kham pha cac dich vu mang. SSDP cho phép cac thiét bi chay
phé bién giri va nhan thong tin bang UDP trén cf)ng 1900. SSDP hép dan nhitng ké tdn cong
DDoS vi trang thai méd cho phép gia mao va khuéch dai. Cudc tin cong DDoS SSDP thuge
cung loai v6i cac cude tin cong DDoS khuéch dai DNS va NTP trong d6 nhung ke tan cong su
dung mdt mang botnet nho hon dé gia mao dia chi IP cua nan nhan. Tiép theo, nhimg ke tAn
cong sir dung mang botnet d6 dé truy van bo dinh tuyén gia dinh, tudong Itra, may in, diém truy
cap va nhitng thtr trong tu c¢6 dich vu uPnP mo trén internet. Cac cudc tin cong khuéch dai
DDoS DNS hién ¢6 nhiéu kha ning sir dung SSDP hon NTP.

Tén cong khéch dai DNS 1a cudc tin cong ké tan cong sir dung chirc ning cua cac trinh
phan giai DNS m¢ dé ap ddo mot may chii hodc mang muc tiéu véi luong luu lugng truy cap
dugc khuéch dai, 1am cho may chil va cac thiét bi ngudi dung bén ngoai khong thé truy cap
duoc. (Thu Huong, 2009)

Tén cong Memcached hoat dong tuong tu nhu tat ca cac cudc tin cong khuéch dai DDoS
nhu khuéch dai NTP va khuéch dai DNS. Cudc tin cong hoat dong bang cach giri cac yéu cau
gia mao dén mot may chu dé bi tAn cong, sau d6 may chu ndy s& phan hdi voi lugng dir lidu 16n
hon so véi yéu cau ban dau, 1am ting luu luong truy cap. (giangpth, 2018)

Pinh nghia "Zero-day" bao gdm tit ca cac cudc tan cong chua blet hodc mdi, khai thac
cac 16 hong ma chua cé ban va nao duoc phat hanh. Thuat ngir nay rat noi tiéng trong s cac
thanh vién cua cong dong hacker, noi hoat dong giao dich 15 hong zero-day da trd thanh mot
hoat dong phé bién.

2.3. Phong chong cdc cudc tin cong DDoS

Theo dbi luu lugng truy cap dé tim kiém céc bat thuong bao gom luu luong dot bién tiang
khong giai thich dugc va cac lugt truy cap tur dia chi IP va vi tri dia ly dang ngo. Tt ca nhiing
diéu nay c6 thé 1a dau hiéu cua viéc nhimng ké tan cong dang thyc hién thim do dé kiém tra kha
nang phong tha trude khi thue hién mot cudc tan cong chlnh thirc. Nhan blet nhung diéu nay
dé biét chung 1a gi c6 thé gitip cho viéc chudn bi mot cudc tan cong dir ddi gan dién ra.
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Theo doi cac phuong tién tmyen thong xa hoi (dac biét 1a TW1tter) Va cac thung rac cong
cong (vi du: Pastebin.com) dé biét cac mbi de doa vé mot cudc tén cong sap xay ra. Can nhic
st dung kiém tra DDoS ctia bén thir ba dé mo6 phong mot cude tdn cong nham vao co sé ha ting
CNTT cua hé thong dé ho c6 thé chuén bi khi thoi diém bi tdn cong dén. Khi chon cach thuc
hién diéu nay, hdy thir nghiém chéng lai nhiéu loai tin cong, khong chi nhitng cudc tin cong
da quen thudc.

Tao mot ké hoach tng ph6 va mot nhém phan g nhanh cho céc cudc tan cong nghia 1a
mot nhom nguoi duge chi dinh c6 nhi€ém vy gidm thiéu tac dong ctia mdt cudc tan cong. Khi
1ap ké hoach hiy dua ra cac thu tuc cho nhom hd tro khach hang va giao tiép chir khong chi cho
céc chuyén gia CNTT trong hé thong.

Dé thuc su bao vé khoi cac cude tin cong DDoS hién dai nén sir dung giai phap giam
thiéu DDoS. Céc giai phdp co6 thé dugc trién khai tai chd nhung thuong dugce cac nha cung cap
bén thir ba cung cap dudi dang dich vu.

3. Cac cudc tin cong DDoS nguy hiém nhit trong lich sir DDoS
3.1. Giai dogn khi méi xudt hién dén nam 2010

Su kién dau tién duogc ghi nhan d6 1a vao nam 1988 khi Robert Morris viét mot chuong
trinh may tinh tu sao chép, chuong trinh nay sau nady da cé anh huong dang ké dén Web.
(Phuong Hién, 2018)

Vao thang 9 nim 1996 (mic du céc tai liéu khac nhau) chéng lai Panix, nha cung cép dich
vu Internet 1au doi nhét ctia Thanh ph New York . Cudc tan cong nhiam vao cac may tinh khac
nhau trong mang ctia nha cung cap, bao gdm cac may cha mail, tin tirc, tén va Web ciing voi
cac may "dang nhap" ciia nguoi dung.

Nhitng nam 90 viéc stt dung DDoS boi Electronic Dlsturbance Theater (EDT) mot cong
ty dién tir. EDT lan ddu tién thuc thi FloodNet phan mém s& gitp tdn cong cac myc tiéu da
nham t6i tir trude ciia ho ca cac trang web cta chinh phit Mexico va My dai dién cho Tong
thong Mexico Ernesto Zedillo va Tong thong My Bill Clinton.

Niam 2001,Code Red di tin cong cdc may tinh chay may chi web IIS ciia Microsoft.
N6 dé lai thong bao 'Bi tan cong boi ngudi Trung Quoc' va tham chi con dua trang web cua
Nha Tring xudng.

Niam 2005, tén mién "panix.com" di bi tin cong mot 1an nita trong ky nghi 18 dai cudi
tuan & Hoa Ky. Cudc tin cong di ngin chan truy cap khach hang va cic nhén vién ciia Panix
da 1am viéc subt ngay dém dé phuc hoi cac dich vu sau khi duoc rat ra khoi hoat dong kinh
doanh cua hang.

Vao thang 4 nim 2007, qudc gia Estonia da phai himg chiu mot cudc tan cong DDoS 16n
nham vao cac dich vu chinh phu, cac to chic tai chinh va cac hing truyén théng. Piéu nay da
c6 mot tac dong 16m vi chinh phi Estonia 1a nude sém ap dung chinh phu tryc tuyén va thyc té
1a khong can gidy to vao thoi diém d6 tham chi cac cudce bau cir qubc gia da duoc thuc hién
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tryc tuyén. Cudc tan cong dugc nhiéu ngudi coi 1a hanh dong dau tién ciia chién tranh mang
nham phan tmg v&i mot cude xung dot chinh tri véi Nga vé viéc di doi "Pong chién si Tallinn'
mot tuong dai trong Thé chién II. Chinh phii Nga da bi nghi ngd ¢6 lién quan va mét cong dan
Estonia den tir Nga da bi bt glu nhung chinh phu Nga da khong dé co quan thuc thi phap luat
Eston1a tién hanh bat ky cudc diéu tra ndo & Nga. Su viéc nay dan dén viéc tao ra cac luat qudc
té cho chién tranh mang. (Hoa Thu, 2014)

Nam 2008, Anonymous phat dong mot cudc bao vay DDoS chéng lai Nha tho Khoa hoc.
b6 1a phan ing trude nd luc cua nha tho nham xéa cude phdng van duoc cong khai rong rai vé
Tom Cruise mot thanh vién noi ti€ng cua nha tho khoi Internet vao thang 1 ndm 2008.

Vao thang 7 nam 2009, mét loat cac cudc tan cong mang phdi hop da xay ra nham vao
céc trang web chinh ph, tai chinh va cac hing théng tan 16n cia ca Hoa Ky va Han Quéc co
lién quan dén viéc sir dung mang botnet. S6 lugng may tinh bi tan cong thay ddi tiry theo ngudn
va bao gdom 50.000 tir Nhom tmg pho cong nghé bao mat cuia Symantec, 20.000 tir Cuc Tinh
bao Qudc gia Han Qudc va hon 166.000 tir cac nha nghién ctru bao mat mdy tinh Viét Nam khi
ho phéan tich hai may chii ma ké xam lugc su dung. Trong mot loat ba dot tan cong, cdc mang
botnet da anh huong dén cac trang web cua Lau Nam Goéc, Nha Tréng, B6 Ngoai giao Hoa Ky,
Cuc Tinh bao Quéc gia Han Qudc va nhiéu trang web khac. (Minh Viét, 2012)

3.2. Giai dogn tir nam 2010 dén nam 2020

Vao thang 12 nam 2010, trang web luu trit tai li€éu WikiLeaks dugc str dung boi nhiing
ngudi t6 cao da bi ap luc manh mé dé ngimg cong bd céc tai lidu ngoai giao bi mat ctia Hoa Ky.
Dép lai, Anonymous tuyén bd ting ho WikiLeaks va tién hanh cic cudc tin cong DDoS nham
vao Amazon, PayPal, MasterCard, Visa va ngan hang Thuy Si PostFinance nhu mdt hanh dong
tra dia ddi v6i hanh vi chéng WikiLeaks. Mt tran thir hai trong cuc tn cong thang 12 duogc
thuc hién véi mat danh Chién dich Avenge Assange. Do cac cudc tan cong ca trang web cua
MasterCard va Visa déu bi sdp vao ngay 8 thang 12. Mgt nha nghién ctru vé mdi de doa tai
PandaLabs cho biét Anonymous ciing di phat dong mot cudc tin cong nham danh sap trang
web ctia cong t6 vién Thuy Dién khi ngudi sang 1ap WikiLeaks Julian Assange bi bat & London
va tir chdi bao lanh lién quan dén dan do dén Thuy Dién.

Niam 2011, céc trang web ciia chinh phu Tunisia 1a myc tiéu ciia Anonymous do kiém
duyét cac tai liéu ciia WikiLeaks va cudc Cach mang Tunisia. Nhom nay da dénh sap it nhét 8
trang web cia chinh phu bi tin cong DDoS bat dau tir ngay 2 thang 1. Chinh phu Tunisia da
phan tng bang cach khién céc trang web ctia ho khong thé truy cap dugc tir bén ngoai Tunisia.

Tiép theo vao nim 2011, trong cudc cach mang Ai Cap dé phan anh tim trang trén dudng
phé Cairo céc tin tic dd quyét dinh tan cong phuong tién truyén thong hoic kich d6ng bao lu:c
Cac trang web cua chinh phu Ai Cap cung voi trang web cua bang Dan chu Quéc gla cam
quyen dabi Anonymous xam nhap va dua vao ngoai tuyén. Cac trang web van ngoai tuyén cho
dén khi Tong thong Hosni Mubarak tir chirc. Nhitng ké hacktivists ciing tiét 16 tén va mat khau
cua dja chi email cta cac quan chirc chinh phu Trung Pong dé tng hd mua xuan A Rap. Cac
quan chtrc tir Bahrain, Jordan, Libya va Morocco ciing bi nham tdi.
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Vao ngay 12 thang 3 nam 2012, sau ngén hang Hoa Ky d bi nhiam 14 muc tiéu boi lan
song tn cong DDoS - Bank of America, JPMorgan Chase, US Bank, Citigroup, Wells Fargo
va PNC Bank. Cac cudc tin cong dugc thyc hién bdi hang trdm may chu bi tAn cong tr mot
mang botnet co tén 13 Brobot v&i mdi cudc tAn cong tao ra hon 60 gigabit luu luong tin cong
DDoS mdi gidy. (Nguyén Tuén Nam, 2016)

Vao nam 2013, mdt cudc tin cong DDoS khéng 16 da duoc phat dong nham vao
Spamhaus mot nha cung cap thong tin tinh bao vé mbi de doa phi loi nhuan. Mic du Spamhaus
Vi tu cach 1a mot t6 chire chong thu réc, van thuong xuyén bi de doa va tan cong va di co cac
dich vu bao vé chéng DDoS cudc tan cong nay wdc tinh khoang 300 gigabit luu lwong truy cap
mdi gidy du 16n dé danh sap trang web ctia Spamhaus va mot phan cua cac dich vu email cia
Spamhaus ngoai tuyén. (Nguyén Hai, 2016)

Vao nam 2014, CloudFlare mot nha cung cép an ninh mang da bi tan cong DDoS véi udc
tinh khoang 400 gigabit/gidy luu luong truy cdp. Cudc tan cong nhim vao mot khach hang
CloudFlare duy nhét va nhim muc tiéu vao céc may chii & Chau Au duoc thyc hién bé“mg cach
sir dung 16 hong trong giao thirc Network Time Protocol (NTP) duoc sir dung dé dam bao dong
hd may tinh 1a chinh xac. Mic du cudc tan cong chi nhdm vao mot trong nhitng khach hang cua
CloudFlare,nhung né manh dén muc lam suy giam déang ké mang ctia ca hé théng CloudFlare.
(Phong Vén, 2014)

Vao nam 2015, trang web Greatfire.org ciia nha hoat dong Trung Qudc che gidu luu luong
truy cap bi kiém duyét vao nuéc nay di bi tén cong tir chdi dich vu phan tan (DDoS) kéo dai
khién chi phi may chu 1én téi 30.000 USD mdi ngay. Nhiing ké tin cong dang co gang DDoS
khién trang Web bi pha san. Quan tri vién trang web Charlie Smith bo c4o rang cudc tin cong da
giri 2,6 ty yéu cau mdi gior gp khoang 2.500 1an so v6i mirc binh thudng, (Xuan Trudng, 2020)

Cudc tin cong DDoS 16n nhit tir trude dén 2015, 1an nay da xay ra nham vao GitHub.
Cudc tin cong c6 dong co chinh tri nay kéo dai vai ngay va tu diéu chinh xung quanh cac chién
lugc giam thiéu DDoS di thuc hién. Luu luong truy cidp DDoS bat ngudn tir Trung Qudc va
nhdm muc tiéu cu thé dén cac URL cia hai du 4n GitHub nham pha v su kiém duyét ciia nha
nuée Trung Qubc. Nguoi ta suy doan rang muc dich cua cudc tin cong 1a c¢b gang va gay ap
luc budc GitHub loai bo cac du an d6. (Ginny Ha, 2015)

Vao thang 1 ndm 2016, mdt nhom goi 1a nhom New World Hacking da 1én tiéng nhan
trach nhiém vé vi¢c ha guc ca trang web toan cau cua BBC va trang web cua Donald Trump.
Nhom di nham muc tiéu tat ca céc trang ciia BBC, bao gdom céa dich vu theo yeu cau 1Player
ctia ho va dd g& chiing xudng trong it nhit ba gio vao dém giao thira. Cudc tin cong ban dau
duge mo ta 13 cude tin cong 16n nhit trong lich st va né dugc cho 1a do duoc hon 600 Gbps
ma chua bao gio dugc chirng minh.

Vao ngay 20 thang 9 ndm 2016, blog clia chuyén gia an ninh mang Brian Krebs da bi tin
cong boi mot cong DDoS tan cong trong qua 620 Gbps ma vao thdi diém d6 1a vu tin cong 16n
nhat ting dugc ghi nhan. (Phan Tién Pat, 2020)
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Vao ngay 28 thang 2 nam 2018, GitHub mét nén tang danh cho cac nha phat trién phan
mém d3 bi tdn cong DDoS voi téc dd 1,35 terabit mdi gidy va kéo dai khoang 20 phut. Theo
GitHub, lvu lugng truy cap dugce bét nguén tr “ hon mot nghin hé théng tu tri (ASN) khéac nhau
trén hang chuc nghin diém cudi duy nhat. (Techtalk, 2018)

Amazon Web Services di bi tin cong DDoS khdng 16 vao thang 2 nim 2020. Day la cudc
tan cong DDoS gan day nhét tir trudc dén nay va né nham muc tiéu vao mot khach hang AWS
khong xac dinh bang cach sir dung k¥ thuét c6 tén 1a Connection-less Lightweight Directory
Access Protocol (CLDAP). K¥ thuat nay dua trén cac may chit CLDAP ctia bén thir ba dé bi
tan cong va khuéch dai luong dir liéu dugc gui dén dia chi IP cua nan nhan tir 56 dén 70 lan.
Cudc tin cong kéo dai trong ba ngay va dat dinh diém dang kinh ngac 2,3 terabyte mdi gidy.

4. Cong nghé Internet phat trién cung véi cac kiéu tan cong DDoS
4.1. Tir ngay dau DDoS phat trién dén nim 2010

Vao cudi nhitng ndm 1990, cdc nhém hoat dong bat dau st dung Internet nhu mgt cach
dé tao ra cac trang web a0 chin truy cdp vao cac trang web nhu mot hinh thirc phan déi. C6 18
nhom dau tién thyc hién quyén luc nay 1a Mang ludi Strano mét tap hop nhitng ngudi ciing chi
hudng hoat dong dé phan ddi chinh sach hat nhan cta chinh phu Phép. Thay vi sir dung mot
chuong trinh dé két ndi lién tuc voi mot trang Web, Strano Network yéu cau nhirng nguoi tham
gia truy cap va tai lai nhiéu 1an cac trang dugc nhim muc tiéu.

Vai nim sau Mang ludi Strano (1998), mot nhom quédn tri mot dién dan va nhing nguoi
thanh vién khac da phat trién mot cong cu co tén FloodNet ma nhitng nguoi 1a thanh vién c6
thé tai xudng va chay trén mdy tinh cila riéng ho. Sau do, cong cu tan cong s& sir dung danh
sach cac muyc tiéu do EDT cung cap dé tan cong cac trang Web cu thé. Viéc sir dung chinh thirc
dau tién cla coéng cu nay 1a hd tro Quan doi Zapatista & Mexico chdng lai chinh phu vao
nam 1998 va sau do6 tin cong To chirc Thuong mai Thé giGi vao nam 1999.

Céc cudc tan cong khuéch dai va phan chiéu 10n dau tién ciing xuét hién vao nam 1998
khi nhitng ké x4u truc tuyén sir dung kha ning cua chung dé khién cac may chu khac "ping"
mot muyc tiéu bang Giao thirc Théng bao Kiém soat Internet (ICMP). Puogc biét dén nhu mot
cudc tin cong ciia Smurf, nhirng tran 1d goi nay rat don gian nhung hiéu qua. Bang cach gui
mot dia chi ngudn gia mao trong géi tin, ké tAn cong ¢ thé phan anh luu luong truy cép dén
muc ti€u va che giéu nguén thuc sy cta cudc tin cong. Béng cach sur dung dia chi quang ba
mang ké tin cong c6 thé khuéch dai s6 lugng gbi duoc guri theo hé sb 255. Cude tin cong di
dugc sir dung dé chéng lai Pai hoc Minnesota vao thang 3 ndm 1998 giy ra mot phan Gng diy
chuyén din dén su c6 dang ké va mat 30% goi tin.

Khong 1au sau d6, vao thang 8 nam 1999 truong dai hoc Minnesota bi tin cong bang
chuong trinh bot Trinoo, chuong trinh nay da duoc cai dit trén it nhat 227 may chu Solaris bi
xam pham. Trinoo da bat dau xu hudng xam nhap may chu dé tin cong tur chdi dich vu. Mot
chuong trinh pho bién co tén Stacheldraht (tiéng Pirc c6 nghia 1a "day thép gai") dugc tao ra
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bdi mot hacker sir dung tén Mixter va sau d6 duoc nhitng ngudi khac str dung dé tan cong nhiéu
trang web. Mot chuong trinh khac dugc goi 1a Tribe Flood Network, twong tu nhu Trinoo.
(Khuyet Danh, 2018)

Chéc chan khong phai 13 cudc tan cong DDoS déu tién, nhung loat cudc tan cong thanh
cong va cong khai d6 da bién cac cudc tan cong tir choi dich vu tir méi la va phién todi nho
thanh nhitng ké pha r61 kinh doanh manh mé trong tam tri cua CISO va CIO mai mai.

K& tir d6, cac cudc tn cong DDoS da tré thanh mot mbi de doa qué thuong xuyén vi
chung thuong dugce sir dung dé tra thu, tién hanh téng tién nhu mot phuong tién hoat dong truc
tuyén va tham chi dé tién hanh chién tranh mang. DDoS ciing di tr& nén phét trién hon trong
nhitng nim qua. Vao giita nhirng ndm 1990 mot cudc tin cong c6 thé bao gdm 150 yéu cau mdi
gidy va né da du dé danh sap nhiéu hé théng. Ngay nay, chung c6 thé vuot qua 1.000 Gbps.
Diéu nay phan 16n dugc thiic day béi kich thude 16n clia cic mang botnet hién dai.

Céc gobi dich vu tén mién (DNS) thuong duoc nhung ké tan cong sir dung nhu mot trong
tai trong cac cudc tin cong tir chdi dich vu. Nhung bt dau tr nam 2000, Trung tam Diéu phdi
Nhom Ung ciru Khan cip May tinh (CERT) canh bao rang ngay cang nhiéu cac cudc tan cong
bét dau sir dung DNS nhu mdt phuong tién khuéch dai bing thong. Cac cong ty phan 16n khong
chu y dén canh bao. Trong mot 101 khuyén khac sau nam sau, United States CERT luu y rang
75 dén 80% may chi van cho phép dé quy, kha ning ctia may chi DNS cho phép cac cudc tin
cong khuéch dai.

Niam 2001, Code Red day 1a mot cai khac xuat hién trudc ky nguyén toi pham mang nhu
duogc biét ngay nay né chi don gian 1a 4c ¥ vi loi ich ngd ngan cta nd. Code Red di tin cong
cac may tinh chay may chu web IIS cta Microsoft. N6 dé lai théng bao 'Bi tan cong boi ngudi
Trung Qudc' va thdm chi con dua trang web ctiia Nha Tring xudng. Con siu d6 da lam ba viéc:
N6 d thay thé noi dung hiru ich ctia mot trang bang cum tir bi tich, n6 tu phan phdi trén cac
may chu web md&i, nd da thuc hién cac cude tan cong DDoS vao mdt tap hop cac dia chi web
duoc xac dinh trudc bao gém ca dia chi caa Nha Tréng duoc dua xuéng vao mot thoi diém
duogc xac dinh trude tuong ty theo muc nhap tuong ng trong ma. Ngudi ta tinh rang né di anh
hudng dén hon mot triéu may chu web trén khép thé gidi mot ty 16 dang ké cua toan bo Internet.
N chi ton tai trong bo nhéd cua may tinh nan nhan va khong tao ra tép nao. Ai da viét Code Red
va tai sao n6 dugc phat hanh van la mot bi 4n va né da dugc Microsoft va mot thang sau khi
bung phat.

Vao thang 1 nam 2003, thé gi6i gip phai loai sau flash dau tién caa sdu MS SQL Slammer
376 byte lay lan nhanh dén mirc khién sb luong hé thdng bi nhidm ting gap d6i sau mdi 8,5
gidy va 1am bdo hoa bang thong mang cuc bo trong 3 vong phit. Nam phut sau khi né bat dau
lay lan, siu Slammer dat 80 tri¢u goi tin moi gidy mot mirc do s& khong xuat hién lai trong mot
thap ky nita. N6 di lay nhidm hang trim nghin may chu trén khip thé gi6i trong 15 phut ting
25% luu lugng truy cap toan cu va khién Han Qudc khong c6 Internet va vién thong di dong.
Trong vai gid, khién dit nudc nay bi DDoS dén man hinh nhé va mt thang sau dé va 16 hong
cua no khai thac. (thaipro, 2015)
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Theo udc tinh c6 gan 40 phuong thic tin cong DDoS cho thay nhimg ké tan cong mang
ngam di cb ging bang moi cach dé khai thac cac 16 hong trong kién tric mang, giao thirc mang
va co s¢ dich vu. Tt quan diém ctia m6 hinh OSI, cac cudc tan cong DDoS dugc chia thanh céc
cudc tan cong 16p ung dung, cudc tin cong 10p truyén tai va cudc tin cong 16p mang. Cac cude
tan cong ¢ tang tng dung cha yéu nham muc dich lam can kiét tai nguyén dich vu. Flood HTTP
1a mét vi du dién hinh cta cc cudc tin cong nhu vay. Cac cudc tn cong ¢ 16p van chuyén bao
gdm cac cude tan cong Flood SYN, Flood ACK va Flood UDP. Céc cudc tan cong 16p mang
chu yéu 1a Flood ICMP. Tir quan diém ciia vecto tin cong, cac cudc tan cong DDoS duoc chia
thanh céc cudc tAn cong truc tiép (cac cudc tan cong 11 lut khac nhau nhu Flood SYN da dé cap
& trén) va cudc tn cong phan anh. Trong mot cudc tan cong phan anh, thi pham bat dau véi
cac yéu cAu st dung dia chi IP gid mao cua nan nhan du dinh lam dia chi IP nguén, do d6
chuyén hudng cac goi phan hdi ciia cac dich vu yéu cau dén nan nhan. S6 lugng goi phan hdi
thudng gip nhiéu lan sb goi yéu cau. Do do, kiéu tan cong nay con duoc goi 1a tan cong khuéch
dai phan xa. Vi du vé cac cudc tdn cong phan chiéu la cic cudc tin cong phan chiéu DNS va
phén anh SSDP.

Ké tir khi xuat hién giao thire TCP/IP di dong gop rat nhiéu vao tinh kha dung va manh
mé cila cac mang dé truyén thong va tryc tiép thuc day viéc ap dung Internet. Tuy nhién, vao
thoi diém thiét ké giao thirc va kién trac khong c¢6 co ché quan tri va xac thuc hiéu qua nao
dugc trién khai do d6 1am 16 cic 16 hong ciia chiung cho nhitng ké tin cong. Cac hoat dong va
didc diém nhu bét tay ba chiéu TCP va giao tiép UDP khong két ndi d& bi tAn cong bdi cac cude
tan cong can kiét tai nguyén khac nhau bao gom Flood SYN, Flood ACK, Flood UDP va Flood
ICMP lubn diang dau danh sach vii khi dugc cac nhom hack str dung. Ké tir khi web 2.0 duoc
dé xuit vao nim 2004 cac ung dung web nhan manh vao ndi dun g do nguodi dung tao nhu mang
xa hoi va blog di trai qua mot su phat trién theo cAp s6 nhan.

Vao mua hé néng nyc ndm 2007 & ving Krasnodar & mién nam nuée Nga, cac thanh phd
Adygea va Astrakhan chi ¢6 pham vi phu song Internet khong lién tuc - né tit di, hoat dong tré
lai nhiéu lan. Hoa ra ly do 1a mét DDoS da ha guc nha cung cép mang lén nhét trong khu vuec.
Céac cudc tAn cong xay ra ting dot trong ca thang, dat mic dang kinh ngac (nim 2007) 10
gigabyte mdi gidy. Cac cudc tdn cong ciing rat bat thuong ho st dung mang botnet nhung sir
dung nhiéu hon céc trang web ngang hang trao d6i tép diéu chua timg c6 trudc day vao cac dy
an nghién ctru bén ngoai. DDoS nay 1a mot thoi diém quan trong ddi véi Nga. Internet cua ca
mot ving duge bat tat nhu ngon dudc va khong ai c6 thé 1am gi dugc. Trude su ¢d nay, khong
ai c6 bat ky thong bdo nao vé cac mdi de doa DDoS. DDoS duoc coi la nhitng mébi de doa hién
tai cAp tinh can dugc xem xét mot cach nghiém tic. Cac cong nghé xuét hién va cac cong ty
vién thong bit dau tich cuc lap dat bo cong cu chuyén dung moi.

Ké tir ndm 2008, khai niém dir liéu 16n da tré nén phd bién trén khap thé giéi. Trude
nhu cau xir 1y dit liéu 16n va trong bdi canh cac k¥ thuat nhu ao héa, dién toan phan tan va
luu trir quy mo 16n dang dan phat trién, dién toan dam may da tré thanh moé hinh dién toan
dugc ua chudng.

124



TRUONG PAI HOC NAM CAN THO Tap chi Khoa hoc va Kinh té phat trién s6 12

Trong nam 2009, khoang 50.000 may tinh bi nhiém siu MyDoom d4 duoc nhimng ké tan
cong str dung dé nham muc tiéu vao cic trang web chinh phu, tai chinh va doanh nghiép &
Hoa Ky va céc trang web cua chinh phu & Han Qudc. Cudc tin cong dat toc do bang thong
cao nhit 1a 13 Gbps, gdy ra mot khoang thoi gian ngirng hoat dong nhung khién cac chinh tri
gia d6 16i cho Triéu Tién vi di phat dong cudc tan cong. Cudc tin cong xay ra 5 nam sau khi
céc bién thé cua sau MyDoom dugc st dung dé thyc hién mot cudc tan cong DDoS vio trang
web cua cong ty phan mém Unix SCO Group, muc tiéu 1a do cong ty nay tuyén bd trong mot
vu kién rang ho so hitu hé diéu hanh Linux. Microsoft ciing bi tan cong trong cudc tin cong
tuong tu cho thay hiéu qua cua viéc st dung mot $6 lugng 16n may tinh ti€u dung chong lai
cac trang web va mang.

Memcached c6 nghia l1a chi dugc st dung trén cdc may chu dugc bao vé chay trén mang
ndi by va thudng cé it cach bao mat dé ngan nhirng ké tn cong doc hai gia mao dia chi IP va
giri mot lugng 16n dir liéu dén nhitng nan nhan khong nghi ngo. That khong may, hang nghin
may chi Memcached dang hoat dong trén Internet mé va di c6 mot sy bung nd 16n trong viéc
sir dung chiing trong cac cudc tdn cong DDoS. Noi rang cic may chi bi "chiém quyén diéu
khién" 1 khong cong bang, vi ho s& vui vé gui cac goi tin dén bat clr noi nao ho duge yéu cau ma
khong can dat cau hoi. Ké tir nam 2010, nhiéu dich vu Memcached dugc dinh ciu hinh khong dung
hién thi trén Internet qua céng UDP da bi cac nhom hack tan dung. H¢ sO khuéch dai cta
Memcached rét 16n. Yéu cau 203 byte c¢6 thé khién may chu tra lai phan hdi 16n téi 100 MB.
Nguoc lai, hé s6 khuéch dai téi da ctia dich vu DNS va NTP chi dao dong tir 1000 dén 2000.

4.2. Sw phdt trién ciia DDoS tir nim 2010 dén nim 2020

K& tir nam 2011, nhiing dot pha lon da dugc thyc hién trong k¥ thuat hoc sau, vdoi khai
niém Al thu hat su chu y. T4t nhién, cdc nhom hack khong bao gio bé 16 co hoi t8t nhur vay va
ho bt dau st dung cac k¥ thuat moéi nay dé tang hi¢u qua cua cac cudc tan cong DDoS hién tai.
Khai niém DDoS dua trén Al duoc dé xuit dé thuc hién cac cudc tin cong tu dong khong co
con ngudi va cho phép thu pham thay doi loai 16 hong dugc khai thac va tin cong vecto dua
trén phan ung cua nguoi bao v¢. Céac ki thuat moi chéng han nhu hoc sau, tiép tuc ha thép
ngudng k¥ thuat va chi phi cia cac cudc tan cong. Cac phuong phap tu dong héa tin cong va
tu dong hoa phén mém doc hai dua trén Al phé bién trong giai tin tdc. Cac cudc tn cong DDoS
16n hon duoc hd tro boi tri thong minh may méc dang xuét hién rat nhiéu trong bdi canh an
ninh mang.

Tir nam 2014 dén nam 2017, quy md thi truong IoT toan cau ting gan gap do1 dat hang
nghin ty do la. Khong tuong xtng véi tc do ngdy cang nhiéu thiét bi IoT két ndi Internet, cac
ky thuat va tiéu chuin bao mét lién quan van chua hoan thién tao co hdi cho tin tic kiém tién
dé dang bang cach khai thac cac 16 hong trong SSDP thudc UPnP. Kién trac UPnP bao gom
mot loat cac giao thirc c¢6 lién quan thuc hién viéc kham pha thiét bi 1ap ban dd mang va diéu
khién bén canh viéc hd tro két ndi mang ctia cac thiét bi. Open Connectivity Foundation (OCF)
mét td chirc da phat trién UPnP, quy dinh r6 rang réng cac dich vu UPnP phai duogc gidi han
cho cac mang ndi bo. Tuy nhién, trong qué trinh trién khai UPnP, nha cung cép thiét bi c6 thé
sir dung céc bd phat trién phan mém (SDK) cii hon ngudi dung c6 thé dinh cau hinh thiét bi
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khong dung cach hoic mot s6 nha cung cap tham chi c6 tinh dé lai cac tép doc hai trong thiét
bi ctia ho dé khi can diéu khién cac thiét bi bot. T4t ca nhiing diéu nay gy ra nhimg mdi de doa
16n doi v6i boi canh an ninh mang. Dya trén UDP céc dich vu SSD mot khi duoc tiép xtc c6
thé dé dang duoc str dung lam phan Xa DDoS. Diéu nay giai thich tai sao cac cudc tin cong
phan anh lién tuc ting vé quy mé va sb luong qua timg niam.

Bén canh cac cudc tn cong khuéch dai phan xa, cdc nhém hack cling str dung sau va vi
rat dé 1ay nhidm s6 luong 16n céc thiét bi IoT 1a nhitng ddi tugng chinh tham gia vao cac cudc
tan cong DDoS. Vao thang 10 nam 2016, nha cung cp dich vu co s ha tang internet Dyn DNS
(Bay gio 1a Oracle DYN) da bi treo boi mot lan song truy van DNS tir hang chuc triéu dia chi IP.
Cudc tin cong do, duoc thyc hién thong qua mang botnet Mirai, d3 1ay nhiém cho hon 100.000
thiét bi IoT bao gdbm ca camera IP va mdy in. Vao thoi ky dinh cao Mirai dat t6i 400.000 bot.
Cac dich vu bao gém Amazon, Netflix, Reddit, Spotify, Tumblr va Twitter da bi tan cong lam
cho gian doan.

Nam 2017, IPv6 chinh thitc duoc dua vao 1am tiéu chuin Internet méi. Chi mot nam sau,
cudc tn cong DDoS dua trén IPv6 dau tién da duoc phat hién. S€ cé nhiéu dich vu va thiét bi
dau cudi hd tro IPv6. IPv6 s& tré thanh mot cdng cu quan trong cho cac cudc tn cong DDoS
trong tuong lai va cac cudc tin cong nham vao co so ha ting IPv6 s& ndi 1én nhu mot nguyén
nhan chinh cta cidc mbi de doa mai.

Vao dau nam 2018, mot k§ thuat DDoS méi bat dau xuat hién. Vao ngay 28 thang 2, dich
vu luu trit kiém soat phién ban GitHub di bi tan cong tir chdi dich vu 16n v6i 1,35 TB mbi gidy
luu lugng truy cép vao trang web pho bién. Mic du GitHub chi bi danh ngoai tuyén khong lién
tuc va co gang ngan chédn cudc tan cong va trd lai hoat dong hoan toan sau chua day 20 phut
nhung quy mé 16n nhét ctia cudc tin cong rat dang lo ngai vi nd vugt xa cugc tan cong Dyn von
dé dat dinh 1,2 TB mét gidy. Chi vai ngay sau cudc tan cong GitHub mot cude tan cong DDoS
dua trén Memecached khac di tin cong mot nha cung cap dich vu cia My véi 1,7 TB dit 1iéu
mdi gidy.

Mot phan tich vé cong nghé thiic day cudc tin cong cho thiy né don gidn hon so véi cac
cudc tan cong khac. Trong khi cudc tin cong Dyn 1 san pham ctia mang botnet Mirai, yéu cau
phan mém ddc hai 14y nhiém hang nghin thiét bi IoT, cudc tan céng GitHub di khai thac cac
may chu chay hé théng bo nhd dém Memcached c6 thé tra vé khéi lugng dir liéu rat 16n dé dap
ing cac yéu cau don gian.

Botnet Mirai ¢6 y nghia quan trong ¢ chd, khong giong nhu hau hét cac cude tan cong
DDoS, no tan dung cac thiét bi IoT dé bi tan cong thay vi PC va may chu. Bac biét dang so khi
ngudi ta cho rang vao nam 2020 s& ¢ 34 ty thiét bi duoc két ndi internet va phan 16n (24 ty) s&
1a cac thiét bi IoT.(Hoang Tung, 2020)

That khong may, Mirai s& khong phai 14 botnet cudi cling duoc hd tro boi IoT. Mot cude
diéu tra gifra cdc nhom bao mat trong Akamai, Cloudflare, Flashpoint, Google, RiskIQ va Team
Cymru da phat hién ra mdt mang botnet c6 kich thudc twong tu, dugce dat tén 1a WireX, bao gé)m
100.000 thiét bi Android bi xAm pham tai 100 qudc gia. Mot loat cac cudc tin cong DDoS 16n
nhiam vao cac nha cung cip ndi dung va mang phan phdi ndi dung di thuc dy cudc diéu tra.
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Amazon Web Services da bi tin cong DDoS khong 16 vao thang 2 nam 2020. Pay la cude
tan cong DDoS nhim muyc tiéu vao mot khach hang AWS khong xac dinh bang cach sir dung
k¥ thuat c6 tén 1a Giao thirc truy cap thu muc hang nhe khong két ndi (CLDAP) Phan anh. Ky
thuat ndy dua trén cac may chiu CLDAP cua bén tha ba dé bi tAn cong va khuéch dai luong dir
liéu dugc gui dén dia chi IP cta nan nhan tir 56 dén 70 1an. Cudc tin cong kéo dai trong ba
ngay va dat dinh diém déng kinh ngac 2,3 terabyte mdi giay.

Vao ngay 21 thang 6 nam 2020, Akamai bdo céo réng ho da giam thiéu mot cude tin
cong DDoS vao mot ngan hang 16n & Chau Au, VOl dinh diém 12 809 triéu g01 moi gidy (Mpps)
khéi lwong goi 16n nhat tir trudc dén nay. Cudc tin cong nay duge thiét ké dé ap dao thiét bi
mang va cac (mg dung trong trung tdm dit liéu ctia muc tiéu bang cach giri hang ty goi tin nhod
(29 byte bao gom tiéu dé IPv4).

5. Két ludn

Bao viét dugc xay dung véi muc dich dé nghlen ctru, tim hiéu nhing phuong phap phong
chéng tan cong DDOS va cac su kién lién quan den su hinh thanh, phat trién cta tin cong
DDoS. Bai bao viét nay di sau vao cac giai phap tan cong tir chdi dich vu phan tan. Tir d6 dtic
két duoc nhimng kinh nghiém cho ca nhén, tir nhiing giai phap trén khi trién khai n6 s& ngan
chin duoc cac cudc tan cong déng loat dén tir cac hacker. Khi d6 hé théng s& nhan biét va ngan
can cac cudc tin cong dy. Su tim hiéu céc kiéu tin cong cua loai tdn cong tir chdi dich vu phan
tan va sy phat trién ctia DdoS trong 10 nam tré lai ddy. Cac cong nghé méi nhu IoT va Al cac
cong nghé mai niy gop phan khong nho cho cac vu tan cong 16n vi né con kha méi nén céc 16
hong vé béao mat con nhiéu va chua duoc khic phuc da duoc cac tin tac tan dung dé lam cong
cu tn cong voi muc dich 1am 1gi ich ¢4 nhan cho ban than gay thiét hai cho cac td chuc.

Cudc tan cong tir chdi dich vu 1a sy vi pham chinh sach str dung internet cua IAB (Internet
Architecture Board) va nhimg nguoi tan cong hién nhién vi pham luat. Cac cudc tin cong DDoS
dang tr¢ nén pho bién va sé luong ngay cang tang, vi vay cac chuyen gla bao mat CNTT can
giai quyet mdi de doa DDoS va quyét dinh giai phap phi hop nhat cho t6 chirc. Cac giai phap
thay do6i tuy theo tong chi phi s¢ hiru, hiéu qua bao mat va hiéu suat. TUr d6, tao nén nhirg phan
mém chdng cudc tin cong DDoS cao cip hon. Vi cac cudc DDoS khong ¢ cach ndo ngin chin
DDoS chi c6 cach phong chdng, giam thiéu cac thiét hai cia DDoS gay ra cho ca nhan hay mot
t6 chirc nao do.
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